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/9 Konu Bagliklari

* Nereden Nereye?
* Nasil Basladi?

* Son Nokta

* Nasil Bulasiyorlar?

* Neler Yapiyorlar?
e Zararh Felsefesi

* Modern Zararli

e Biraz Teknik

* Ajan Marmara
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7 Nereden Nereye?

* John von Neumann
* Kendini kopyalayabilen otomat
* Fred Cohen (ilk virus)
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/9 Nasil bagladi?

MR EI(RY)

lleri seviye programcilarin :
- Kendilerini gelistirmek

- Kendilerini ifade etmek

- Yapilmamis olani yapmak
- DUnyaya mesaj vermek

Ego tatmini...



/9 Son Nokta

e Siber Dolandiricilik
 Siber Istihbarat
e Siber Saldir

* Siber Savunma
TDL4  Stuxne
Duqu Zeus
Poison lvy




/8 Nasil Bulagiyorlar?

e Web lizerinden

e Harici cihazlar
* Sosyal Muhendislik
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@ Neler Yapiyorlar ?

Kayit Ediciler Yardimcilar
* Tus Kaydetme * AntiVirds Kapatma
e Ekran Goriintlsi Kaydetme * AntiViris Engelleme

* Web trafigini dinleme
e Aktivite izleyiciler

Uzaktan Kontrol Etme

Gizleyiciler * Kayitlari Alma
* islem Gizleme e Ydnetim

* Dosya/ Dizin Gizleme » Kolelestirme

* Port Gizleme e Suca alet etme

e Sdlrdcu Gizleme
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/9 Zararh Felsefesi

Yavas Hareket
Giyim Kusam, Makyaj ve Mahrem
Tutarl Yalan Soyle

Yedi Kalkti Felsefesi ©

Birgiin Lazim Olur
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/9 Yavas Hareket

e Hemen saldirma!
e Ahmet Abi evde mi acaba ?
e Katman katman hareket et

=" El Sikisma el Kol Kapmaca

* Az Once ne yaptiysan eski haline dondur

T — N —
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iyim Kusam, Makyaj ve Mahrem

Lal hm

=]

assume

L
ikkat
J\,Er_:gdmx -

var_C=
var_g=
var_s=

fs:nothing, gs:nothing

e
e
N Y =

-58h

var_44= byte ptr -42h
var_3g= byte ptr -3gh
var_34= byte ptr -3sh
var_2C= dword ptr -2ch
var_1C= dword ptr -1ch
var_18= dword ptr -18h
var_14= dword ptr -14h

dword ptr -8ch
dword ptr -2
dword ptr -4

3 FUNCTION CHUNK AT 8868E3BE SIZE 22088814 BYTES
; FUNCTION CHUNK AT 8868FE81 SIZE 98028882 BYTES
3 FUNCTION CHUNK AT 8868FA2C SIZE 92028828 BYTES

pushf

mov [esp+a+var_4], 341FF228h
pusha

pusha

pushf

pushf

mov [esp+aCh+var_g], @EAASFCEZh
pushf

mov [esp+5@h+var_44], cl

mav [esp+5@h+var_5&8], Sel5Ee4Ch
lea esp, [esp#+4Eh]

jmp loc_g@E3EE

start endp

 Analisti cildirt! Makine kilina bile dokunamasin...
 Kafa kafaya vermeden isin icinden ¢ikamasinlar...

* Analistin aile hayati kalmasin ©©©

www.zemana.com

ThreadId= dword ptr -2

hHandle= dword ptr -4

argc= dword ptr 8

argv= dword ptr ech

envp= dword ptr 18h

push ebp

mov ebp, esp

add esp, BFFFFFFF4h

lea edx, [ebp+ThreadId]

push eax 3 lpThreadId

push ] 3 dwCreationFlags

mov edx, [ebp+argv]

push dword ptr [edx] ; lpParameter

push offset startaddress ; lpstartaddress

push @ ; dwstacksize

push @ ; lpThreadattributes

call CreateThread

mov [ebp+htandle], eax

cmp [ebp+hHandle], @

jz short loc_4e12D08

|1
¥ v

(= =] [~ =]
push @FFFFFFFFh 3 dwMilliseconds
push [ebp+hHandle] 3 huandle loc_481208:
call wWaitrForsingleobject mowv eax, 1

mp

short loc_481205

vy

Ll e 53

loc_481205:

mov esp, ebp
pop ebp

retn

_main endp




/9 Tutarh Yalan Soyle

Herkese yalan séylenmez

< m
C:\ProgramD ata\MicrosofthCryptotRSA4YS -1-5-184beB00727E 7868edaBld4d2Eedd4bE1t

i <] [=][3] = )

Footkit/Malware | 555 |

Type I Name I Val [T Spstem

Reg HELMASYSTEMSCurrentControlSetsservices\B THPOR T4 Parameters\Keps 001151000830 ™ Sectiors

Reg HELMAS TS TE M4 CurrentControlSetyservicesB THPOR ThParameters\Kepst 001131 000830001 f201 ab28a 0=k

Rea HKLMASS TEMSControlSet0024services\BTHPORT Parameters\K eys\O01 f1 000830 [nat active ContiolSet) [T IaT/EAT

Reg HELMAS TS TEMAControlS et002vservices\BTHPORT YWParametershK.eys\001 FE1 000830001 f201 ab28a O [T Devices
I Modules
[T Processes
[T Theads
[T Libraries
IV Services
¥ Registry
[¥ Files

¥ aDs

I Show al
L Copy |
_see. |

Save

[al | Cancel

Inanmiyorsa Old

Urebilirsin ®®®
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/9 Yedi Kalkti Felsefesi

* Yapacagini yap, ve dur
* Ortada kan izi kalmasin ©
e Calismayi basardiysan, kendini sil!

WWwWw.zemana.com 12 /21



S
Q Bir GuUn Lazim Olur

* Hangi kapiyl ne zaman calacagin belli olmaz!
* Trojan Master Sifreleri

* Irtibati koparma, acik kapi her zaman kalsin.
* Kapiyl baskasi gormesin.
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7 Modern Zararl

e TDL4 (Trojan Downloader)
- Rustock (1,5 yil) gériinmez kaldi

- 2008 yilindan beri gelismeye devam ediyor

-v--- - ——
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/9 Biraz Teknik 1

* Cekirdek Modu Nedir?

- o
i
o
Sistem ¥ ii Zararli
11
i

Ring 3
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@ Biraz Teknik 2

* Disk Erisimi

Cekirdek Modu Kullanici Modu
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/9 Biraz Teknik 3

* Erisim Engelleme

Gekirdek Modu

Kullanici Modu

Birisi beni mi
sordu???
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/9 Biraz Teknik 4

* Process Gizleme:

WWwWw.zemana.com 18 /21



L
/9 Biraz Teknik 5

e HTML Enjeksiyonu

BIREYSEL SUBE MUSTERI GiRisi

e 1—1 Kullamci Kodu I:I
s ] sifre [ ]
> Glris |

BIREYSEL SUBE MUSTERI GIRISi

ATM PIN |:|
> Glris
Sifremi Unuttum < @
E E-Klavye Sifremi Unuttum
Bagvuru E-Klavye
Baswuru
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/9 Ajan Marmara

Kullanilan Malzemeler :
* 1 Adet bilgisayar

* 6 Bardak Nescafe

* 1 Adet Sanal Makine
e 450 satirlik C++
Sure :

* 6 Saat

* |si tamamen bu olan ekipler neler yapabilir?
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/9 Ne Yapiyor?

BiLGIi GOVENLIGI
45 GA AKADEMISI ZEMENE®

1 85.103.183.18 EMRE-DESKTOPIEmre  htp: WindowsTxfd  firefox.exe Paypa’
= _ .
2 85.103.133.18 EMRE-DESKTOPIEmre & WindowsTx64  firefox.exe PayPa’
|
3 85.103.133.18 EMRE-DESKTOPIEmre Windows7x64 firefox.exe Paypa’
4 85.103.183.18 EMRE-DESKTOPIEmre E Windows7x64  firefox.exe PayPa’ ’
5 8510318318 EMRE-DESKTOPIEmMIre WindowsTx64 firefox.exe Paypa’
&  85.103.133.18 EMRE-DESKTOPIEmre Windows7x64 firefox.exe Paypa’ i
7 85.103.183.18 EMRE-DESKTOPEmre Windows7x64 firefox.exe Paypa’ ’
——

&  66.103.183.18 EMRE-DESKTOPIEmIre Windows7x64  firefox.exe PayPa’ ’

9 8510313343 EMRE-DESKTOPIEmre Windows7x64 firefox.exe PayPa [
Windows7x64  firefox.exe Paypa’ i
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10 85.103.183.18 EMRE-DESKTOMEmre



Tesekkur Ederim

WWwWw.zemana.com 22 /21



