On Soz
Bilgisayar korsanlari, 6nemli bilgiler iceren web uygulamalarina arama

motorlar1 sayesinde kolayca erisebiliyorlar. Hedeflenen anahtar kelimeler ile
web sitelerinden 6nemli bilgiyi almak saniyeler stirtiiyor.

Dizin listelemeye acik dizinler, hata mesajlari, yonetici veya kullanici
bilgileri/dosyalari, gesitli veritabani dosyalar1 veya 6nemli veri iceren
dosyalar, sunucular hedeflenerek 6nemli bilgiler elde edilir.

Ornegin ; Hedef bir firma hakkinda genel iletisim bilgileri , telefon numaralari,
e-postalari, sirket yapist gibi gibi bilgiler, gtivenlik zaafiyeti olan uygulamaya
sahip adresler, web server bilgileri arama motorlar: sayesinde kolayca elde
edilebilmekte.

Belge miimkiin oldugu kadar kisa ve basit tutulmus ve saldirganlarin hacking
yaparken Google arama motorunu nasil etkili sekilde kullandiklar: somut
orneklerle anlatilmastir.



Google Hacking

Google en iyi ve en genis icerige sahip kendini kanitlamis bir arama
motorudur.Google oriimcekleri siklikla websitelerini ziyaret eder ve icerigini
( sayfalar , klasorler ,dizinler vb.) indeksleyerek veritabanina kaydeder.
Arama sonuglarinda belirli kriterlere gore siralar.

Temel kullanim bilgilerini asagidaki adresten 6grenebilirsiniz;

http:/ /www.google.com/help/basics.html

Gelismis Google Operatorleri

Google, kendisi i¢in 6zel anlama sahip sorgu kelimeleri olan gesitli gelismis
operatorleri destekler. Tipik olarak bu operatorler arama islemini etkilemekte
ve hatta Google’a farkl: tiirde arama yapmasini soylemektedirler.

Google gelismis operator lislesine asagidaki adresten ulasabilirsiniz;

http://www.google.com/help/operators.html


http://www.google.com/help/basics.html
http://www.google.com/help/operators.html

Bir Domain I¢in Arama

[site:] operatorii ile arama yapilarak Google sonuglari, istenilen alan adindaki
web siteleriyle sinirlandirilabilir.

Bir 6rnek ile inceleyelim :

Ornek #1 :

&) site:cehturkiye.com - Google'da Ara - Mozilla Firefox

Dosya Dizen  Gordnidm Gecmis  Yer Imler Araclar  Yardim

- M fat ( 2 | htkp:ffvmaw. google. com. trfsearchPhl=tring=site®.3acehl T.7 - ' Google )’T:'
4

Web Giérseller Haberler Gruplar Bloglar Gmail  dider Cturum agin )

Google |site:cehturkiye.cum H Ara l%ﬁﬁimﬂ

Ara @ webh O Torkge sayfalar © Torkiye'den sayfalar

UL cehturkiye.com alanindan aramasinin yaklagik 313 sonucundan 1 - 10 arasindaki sonuclar, (0,09 sanive)

CEH | Cerfified Ethical Hacker | Etik Hacker

03 Kasim 2008 seker tarafindan yazildi. CEH Torkiyve ekibi olarak, Afyon Kocatepe
Universitesi, Ali Cetinkaya yerlegkesinde cok deferli hocalanmiz ve ...

wirwr, cehturkiyve. comd - 29k - Onbellek - Benzer sayfalar

keasim 17, 2008 06:46 05 am * Merhaba, Jivaretci. Lotfen qiris ...

Merhaba, Jivaretgi. Litfen giris yapin veya Oye olun. 1 Saat, 1 Gin, 1 Hafta, 1 Ay, Her zaman.
Kullanicr adimizi, parolamzi ve aktif kalma sdresini giriniz ...

cehturkiye. comdcehs - 52k - Onbellek - Benzer sayfalar

Yazar Basvuru Formu

CehTurkive.Com'da yazar olmak igin agagidaki maddeleri okuyup formu doldurduktan sonra
Yollal'va basimz. 1-Agafidaki formu "Dider” kismi opsiyonel olmak ...

cehturkiye. comdyazarliks - Bk - Onbellek - Benzer sayfalar

CEH Sertifikas) | Certified Ethical Hacker - CEH -

Certified Ethical Hacker serifikasina sahip glvenlik uzmanlan bir bilgisayar kaorsan gibi
kurumlann weya girketlerin glvenliklerini test ederler.

ww cehturkive comfindex phpiceh-serifikasi - 18k - Onbellek - Benzer sayfalar

Czan UCAR | Certified Ethical Hacker - CEH -

Ozan Ugar ; 1989 Adn dodumlu | haylaz bir égdrencilik hayatindan sonra Bursa'va ikamet etti.
Hig arkadagi olmayan koca gehirde tek tamdid) |

sy cehturkiye comdindex phpfozan-ucar - 18k - Onhellek - Benzer sayfalar

Tamam 0%  PWON

Yukaridaki resimde de goriilduigu gibi google , daha 6nce farkli zamanlarda
hedef site (cehturkiye.com) ile ilgili gezip kesfettigi ve veritabanina kaydettigi
tum igerigi sundu.



Ozel Dosya Arama
[Filetype: ] operatorii ile evrensel olarak google 6n belleginde olan siteler

tizerinde veya hedef bir site tizerinde istenilen dosya tiirii listelenebilir ;
Ornek #2:

cehturkiye.com da bulunan .pdf uzantili dosyalar1 listeleyebiliriz.
Bu arama teknigi orneklerle cogaltilabilir.Saldirganlarin hedef site tizerinde
bulmak istedikleri uzantilar1 aramakda siklikla kullanirlar.

©J filetype: pdf site:cehturkiye.com - Google'da Ara - Mozilla Firefox

Dosya Digen  Gordndm  Gecrmis  Yer Imleri Araclar  Yardim

é - c N |: & | http:/ e google. com. brfsearch?hl=trig= 7.7 - * jttl
Web Gorseller Haberler Gruplar Bloglar Gmail  dider » Oturum agin #*

GO Ogle |fi|etype:pdfsite:cehturkiye.cum |[ Ara ] %Eﬁff“ﬂ

Ara: @ wieb O Torkge sayfalar © Torkive'den sayfalar

Web cehturkiye.com adresinde, filetype:pdficin yaklagik 1 sonugtan 1 -7 aralid. (0,51 saniye)

roF LI NEDIR

Dosya Bigimi: PDF/Adobe Acrobat - HTML olarak gérintile

LINUx MEDIR. B GMU, [ GMU is not Unix). Serbest yazihm modeling verilen genel bir isim. ik
defa. Richard Stallman tarafindan ortaya atilan bu kavram, ...

wearwy. Cehturkive. comdlinu. pdf - BEenzer sayfalar

roF N S07 Pf=ense MNedir? ik Bakis Kurulum [gin Meler Gerekiyor?

Diasya Bigimi: POF/Adobe Acrobat - HTML olarak gérintile B
On Séz. Bu belge temel alarak pfSense givenlik duvan kurulumunu ele almaktadir. Belge

miamkin aldugu kadar kisa ve basit tutulmusg ve en temel gekliile ...

cehturkive. com/pfsenseipfzense. pdf - Benzer sayfalar

| Certified Ethical Hacker - CEH -

CEHTurkive.cam |, bilgi gawvenlidi konusunda destek vermek igin bilgi birikimini ve tecribelerini
paylagan Ethical Hackerlann olugturdudu bir bilgi gdvenlidi ...

woini. cehturkive. comdindex. phpfpagefnennw. cehturkive. comflinux. pdf -

16k - Onbellek - Benzer sayfalar

roF Glvenlik Riskleri ve Saldin Yantermleri

Dosyva Bigimi: POFfADobe Acrobat - HTML olarak gérintile

Givenlik Riskleri ve Saldin. Yénternler. Harun SEKER. haruni@cehturkive.com. Ozan UCAR.
ozan@cehturkive. com. ¥ Kasim 2008 ...

wharwy. Cehturkive comdseminer KasimO3-Afyon-Sunumuo. pdf - Eenzer sayfalar w

Tamam 0% | PWON




Dizin Listeleme

[intitle:] operatorii kullanilarak intitle:index.of ile dizinler listelenebilir.
Ornek #3 :

J intitlezindex.of ws_ftp.log - Google'da Ara - Mozilla Firefox

Dosya Diogen  Gordnom  Gecmis  Yer Imleri araclar  Yardim

é - c X 1ot I: 3 |htt|:|:,l',l'www.google.com.tr,l'search?hl=tr&client=FireFox—a&rIs=- ﬁ -l |'|intitle:index.of ws}:}l
~

Web Girseller Haberler Greslas Dloalar  eanil  difior = Dtururn agin &
http:ffwnane, google, com.trfsearch? .., JogabtnG=Ar a&meta=Ir%30lang_tr i

Google |intitle:index.ofWs_ﬁp.log H Ara ] %ﬁﬁfﬁrﬂ

Arar O weh @ Torkge sayfalar ‘O Torkiye'den sayfalar

Web intitle:index.of ws_ftp.log icin, Tiirk¢e dilindeki yaklasik 2.430 sonugtan, 1- 10 aralid . (0,26 saniye) =
Index of fecza/kurumieczaneler - Details -

Aciklama: Index of fecza/kurumfeczaneler. lcon Mame Last modified Size Description. [DIR]

Farent Directary - [ | WS_FTP.LOG 05-Jul-2005 18:12 GBOK [DIR ] . ...

wonnwr linnk, orgddetailflink-613 htrnl - 9k - Onbellek - Benzer sayfalar

Index of /Fakultefipfalkilkdc B
WS_FTP.LOG, 30-Jul-2008 19:23, 118K, [ ], Yayminlar (H SUNAR). doc, 30-Jul-2008 19 23,

1B, [ ], Yaynlar (M QIKIRIKGIOGLUY doc, 30-Jul-2008 19:23, 105K ...

woann trakya. edu triFakultedtipfakikdes - 34k - Onbellek - Benzer sayfalar

Index of fimadges

WS_FTP.LOG, 10-Jul-2007 16:33, 24K [IMG], back_jpg, 09-Apr-2007 13:49, 103K [ IMG],
baris.jpy, 09-Apr-2007 13:49, 39K ...

ie.cankaya. edu trfimages! - 15k - Onbellek - Benzer sayfalar

Index of “~sengonca/CokluOrtan

13-0ct-2005 15:28 5.0M [WID] Project Central Reso. > 13-Oct-2005 15:28 2290 [ TAT)
Thurmbs.db 13-0ct-2005 15:28 137k [TAT]) WS_FTP.LOG 13-O0ct-2005 15:28 11k ...
efe ege. edu tr~sengonca/CokluOrtams - Bk - Onbellek - Benzer sayfalar

Index of fmudurlukd wti cnf

[DIR] Parent Directory - [ ] WS_FTP.LOG 13-Jun-2006 15:12 5.6k [TAT] atalareri. htrm

0B-Dec-2005 12:33 1.4k [IMG] atalareri.jpg 06-Dec-2005 12:335 461 [TAT] ...

waine. manisa. saglik gov trfmodurlukd wticnff - Sk - Onbellek - Benzer sayfalar -

Tarnarm 0%  PWON

ws_ftp.log anahtar kelimesini ekleyerek ws_ftp.log dosyasinin oldugu
dizinleri listeleyebiliriz. ws_ftp.log dosyas: ; ftp olaylarinin kayit edildigi
dosyadir bulundugu adresdeki ftp olaylari ile ilgili 6zel bilgiler
gortintiilenebilir.

Ornek;
http:/ /www.trakva.edu.tr /Fakulte/ tipfak/kdc/WS FTP.LOG



http://www.trakya.edu.tr/Fakulte/tipfak/kdc/WS_FTP.LOG

Ornek #4 :

Ozel dizinleri listelerken “server at” anahtar kelimesini ekleyerek sitelerin
sunucu bilgisini 6grenebiliriz.Bu 6rnekler ¢ogaltilabilir ve amaca gore farkh

aramalar gergeklestirilebilir.

£ Index of /Linux - Mozilla Firefox

Cosya Dizen Gordndm  Gecmis  Yer Imleri  &raclar

Yardim

é - c A |: |j |http:,l',l'IistweI:n.hilkﬂnt.edu.tr,l'Linux,l' ﬂf v| |*|ex.af“server at* ;|

proje-cg/
router—co/
geminer—-cg/
genlik—cof
tanitim—co/f
terim/

test/

E
ot
0

-

webh-cof

wyindex.html

N0 00C

wyreindex

15-Jan-2003
03-Jan-2003
03-Jan-2003
10-May-2004
03-Jan-2003
01-Jan-Z2008
03-Jul-Z004
03-Jan-2003
15-Jan-2003
23-0ct-2003

15-hAug-2002

14:45

21:20

21:20

19:0%9

21:20

23123

17:21

21:20

14:46

21:285

11:41

ik

1k

Apachell. 3. 34| Server at Hstweb, billcent.edu.tr Fart 80

< |

Tamarn

0% | PWEN




Ornek #5 :

intitle:index.of ile birlikte inurl:“/admin/” yazarak admin dizini olan
listelemeye acik siteleri goriinttileyebiliriz.

€3 intitle:index.of inurl:*/admin/” - Google'da Ara - Mozilla Firefox

Dosya Dilzen  Gérdnim  Gecmis  Yer Imleri Araclar Yardim

éﬁv c A l: 3 |http:Il'll'www.gu:ucu;le.com.tr;’search?hl=tr&c|ieﬁ:‘? v| |*|intitle:index.nfinurl:“,l'admin,l'” J';::'|

Google |intitle:index.0finurl:"fadmin," H Ara ]%Eﬁi”ﬂ

Ara. O web @ Tiirkge sayfalar O Tirkiye'den sayfalar

Web intitlezindex.of inurl:*/admin/ icin, Tiirkge dilindeki yaklagik 110 sonugtan, 1 - 10 aralid ). (0,30 =aniyve)

Index of /Admin

Indesx of /Admin. Parent Directary - admin_kontrol asp - alter_table asp - anket_ekle asp -
append_uye.asp - baglantiasp - baglanti_ekle.asp ...

yaldizemlak.net/Admin/ - 4k - Onbellek - Benzer sayfalar

Index of forhanfiwp-contentipludinsfadmin-manadement-xtendedicss
Index of forhanfwp-content/plugins/admin-management-xtended/css. Parent Directory -
datePicker.css - styles.ces. Apache/2.2.8 (Unix) mod_ssl2.2.5 ...

weary. canbilgisayar com trforhanfwp-content/pluginsfadmin-management-xtended/csss -

1k - Onbellek - Benzer sayfalar

Index of fadmin

[DIR] Parent Directary - [DIR] cyi-bin/ 14-Apr-2006 23:42 - [DIR] eimagesf 12- Mar-2008 05:42 -
[DIR] gereksizf 12-Mar-2008 05:42 - [DIR] ...

whirw tarsuskocatepe k12 tefadmin/?C=5;0=A - 8k - Onbellek - Benzer sayfalar

Index of fadmin/Editorf1135

Index of fadmin/Editor/f113=. Parent Directory - O.php - Tsyn.php - Zehir.asp - a.php - asx. html
- bk.php - bord.php - bord. phpjpg - €64, php - c99.php ..

wpw roadsidedevelopment. comfadmin/Editorf113ss - 4k - Onbellek - Benzer sayfalar

Index of /Admindmages/E 450 450

[DIR] Parent Directary - [IMG] 1179444641 _yelda_sel..» 30-Jan-2003 18:55 709 [ IMG]
1180309522 _v=_help. gif 30-Jan-2008 18:55 709 [IMG] ...

wipw, daynex. cam trAdmindmages/E_450_450/7C=5;0=A - 55k - Onbellek - Benzer sayfalar

Index of fturfadmin/dosyabul/upload

[DIF] Parent Directary - [ 1 01_Sunum_1_Toplami<al..> 13-Jun-2006 13:28 437K [ ]

02_Sunum2_CAF_GenelB..> 13-Jun-2008 13:30 9561 [ ] 03_Calisma_1_Olgular. ...

whipw tepav. org.trturfadmin/dosyabuliupload/?C=N; 0=A - 104k - Onbellek - Benzer sayfalar bt

Tamam 0% | PwWEaN




Giivenlik Zaafiyeti Olan Web Uygulamalarinin Tespiti

Saldirganlar ve kotii niyetli hackerlar giivenlik zaafiyetini kesfettikleri
uygulamalara sahip siteleri bulmak i¢in arama motorlarini sikca kullanirlar.

Ornek web agikliklar ve google arama yontemleri

Query Vulnerability fnurl: “ibecommunityicommunity’  E-market prior to 1.4.00contains vanous
~Fowered by ACART T e—— - index php Apageud=" wulnerabilities
e v SAf-:l'lﬂlﬂg K VUInErsle 1o cros-site intitfo: "ERUMAIL - Login™ EMU Webimaill 5.6 messaging product is
“Powered by EMU Webmail™ tibile 1 it 1 I-
e aatonpa Ui slow remete cote - R
i oS e “Poweered by FUDforum” FURfemum 2,002 allows manipulation of
intitie; questbook “advanced Advanced Guestbook vZ.2 has an 50U ) v arbitrary server files
guestbook 2.2 powered :Ii]zjznftrlérsmm that allows unautho- U1089-2004 Fuselalk nc” FuseTalk forums (vd} are susceptible 1o
“Powered by Al-Fork v 167" ALF Lk fork based he Curted! -site: fuseralk.com cross-site scripting attacks
I -For) -
e v ’ 1.3 ?'c.i:; ?:' m‘:i';fﬁ&';uenﬂﬁp:‘:su,_ “Poweered by My Blog” intext: Fuzzyhonkey 2.11 has an 50L injection
nerabilitles "FuzzyMonkey org” vidnerahility
Btal:.tsnam 1.5.0-f | %@ 2003-4  BlackBoard 1.5.1 has a remate file “Powered by Gallery v1.4.47 EEJLTT.”.J.AM allows remote code
by Yves Goergen” inclusion vulnerahility
“BosDates Calendar System * BosDiates 3.2 is vulnerable to S0L intitle: gafery i setup Gallery default configuration files allow
“powered by BosDates v3.2 by injection “Gallery configuration gallery modification
BosDev” Inurl: “messa qeboard/Forum, asp Gnhnimrt Mestmlﬁmrd (spacific ver-
inuri:changepassword.cgi —cvs  changepassword,cgi allows for unlimited sions) are susceptible to SO injection
g .@mgeﬁahmd bggin attempts attack and cross-site scripting attack
“Copyright —0 2002 Agustin CoolPHP 1.0 has multiple vulnerabilities intitie: welcome. ro.hofde Harde Mail prior to 2.2 has had several
Dondo Scripts™ reported vulnerabilities
“Powered by CubeCart 2.0.1% CubeCart 2.0.1 has an SOL injection wul- “Powered by lcelWamp Soffware™  lceWarp Web Mail {versions prior to
nerability inrrl:mail 5.2.8) s reportad prone to multiple input
- . w validation vulnerabilties
Powered *: newteligence DasBlog versions 1.3-1.6 are susceptibike )
{“dasklog 1.6"| “dastiiog 1,57 10 an HIML injection vulnerability in their “ldeal BE Version, 071" Ideal BB 0.1 is susceprible to multiple
"dasffog 1.47| “dasBlog 1.3 request log -taealbl. com wudnerahilities
“Powerad by DCR-Portal v5.5° DBEP-Portal version 5.5 is vulnerable to “Fowered by konboard 3.0.17 IkonBoard 3.1.1 allows cross-site scripting
SO injection “Powered by Invision Power Imyision Power Board v1.2 is vulnerable to
“200% Ditweare All Rights Reserved” DUForum 3.0 may allow a remota Board{l) vI1.2 Anal =8 * SQL injection
attacker 1o cairy out SOL ingection and W] ki el Wk mlediawikl 1.3.5 has a cross-site sceipting
HTNL injection attacks wulnerability
T sttelarticles. asp Adcategory=" Dwe_Articles 1.6 has multiples input vali- “Poweared by Mogabook «” MegaBook 2.0 Is prone to multlphe HTML
dation problems inurl: guesthook.caf ingection vulnerabilities
It custva, asp Eailylmpact Productcart v1.5 contains “Fowered by mnoGosearch - free mnhaSearch 3.1.20 and 3.2.10 contain a
multiple vulnerabilities Web search engine soffware” butfer ovesflow vulnerabilivy

Ornek #6 :

Genis bir kesim tarafindan kullanilan phpBB (popular open source forum
software) forum scriptinde giivenlik zaafiyeti bulan saldirgan phpBB kullanan
web sitelerini topluca bulmak isteyecektir.Bunun icin google.com da kiictik bir

arama ile hizlica google tnbelleginde ki ttim phpBB kullanan siteleri tespit
edebilir.

Giivenlik zaafiyetinin duyurusuna ve exploit kodlarina asagidaki adresten
erigebilirsini:
http:/ /www.milwOrm.com/exploits /1469


http://www.milw0rm.com/exploits/1469

Yapilan arama igin yaklasik 7.620 kayit bulundu :)

3 "Powered by phpBB” inurl:"index. php?s® OR inurl:"index. php?style” - Google*da Ara - Mozill... |Z||E|E|

Cosva Digen  Gordndm  Gecris  Yer Imleri Araclar  Yardim

@ - c {at I 2| hebpef e, google, conn brfsearc 7 T ' "Powered by phpBE" inurl:"index.php?s;"
& intitle:error - Google'da Ara 2 "Powered by phpBB" inurl:"index.... ﬁ -
Web Girseller Habherler Gruplar Bloglar Gimail  dider * Otururm agin #*

GO L)S[e |"Puwered by phpBE" inurl"index.php?s" OR inurl"index. php?style" | [ Ara ] |

Aras @ web O Torkge sayfalar © Torkiye'den sayfalar

Web "Powered by phpBB” inurl:"index.php?s” OR inurl:"index.php?style” icin yaklagik JF] sonuctan

STSoftware dermo forum - Index page

1 ganderi - 1 yazar- Son génderi: 16 Ara 2007

... Mo new posts [ Locked ], Forum locked. Powered by phpBB © phpBE Group. Designed
by “jacheslav Trushkin for Free Forums/DivisionCore.

wnw, staoftware. hizdphpbb3dindex.php?style=avalon - 10k - Onbellek - Benzer sayfalar

Eye of the Tiger - Index page

... inthe LS. and/or ather countries. wowcr.net is in no way associated with Blizzard
Entertainment. Powered by phpBB 2 2000, 2002, 2005, 2007 phpBEB Group.
tigerdkp. comftigerfarumsindex.php?style=3 - 41k - Onhellek - Benzer sayfalar

Zamexe.net * Index page

Powered by phpBB © 2000, 2002, 2005, 2007 phpBE Group twilightBE Style by Daniel St

Jules of Gamexe.net - bingo - Play online bingo at the UK best online _..

ww garnexe. netforurmdindesx.php?style=6 - 8k - Onbellek - Benzer sayfalar

£ | >

Tamarn 0% | PWON




Web Serverlarin Tespiti

Microsoft-IIS/5.0 web serverlari tespit etmek icin “Microsoft-IIS/5.0 server at”
sorgusu kullanilabilir.

) Index of / - Mozilla Firefox

Dosya Digen Gordndm  Gecmis  Yer Imleri Araclar Yardim

é - c r}‘-’(‘ a7 (|j |http:,I',l'www.cybermaps.co.uk,l’ ﬁ v| |*|intitle:index.of"Miu:rosnft-IISll'S.Dserverat" j::'|
Index of /

L] .ﬂgguota
* cgi-bind
® cpmove-cybermap.tar. gz

Microsaft-HS5.0 Servar ai wewnw. cyvbermaps.cank Fort 80

Tamam 0% | Py ON

Apache web serverlari tespit etmek icin “Apache/1.3.27 Server at” sorgusu
kullanilabilir.

3 Index of /-hulya/sarkilar - Mozilla Firefox

Dosya Dizen Gor0ndm  Gecmis  Yer Imleri Araclar  Yardim
- c }'{ 5y |:|j |htt|:u:I,I'www.cs.cmu.edu,l'whulvalf ‘ﬂ? '| |*|intitle:index.of “dpachefl.3.27 Server ab” ‘)\|
B oo ans -
Garkisla ALliEkberEre..> Z6-Mar-Z005 06:38 1.1H B
ﬁ Sertabh AskOlmwez.mp3 15-May-2005 14:19 4.2H1
ﬁ Tasarildanirim.mwpi 26-Now-2004 0Z2:40 4.6M
ﬁ TasarTalanciBahar .mp3 28-May-2005 09:40 4.0M
ﬁ Yasar Gelmeyl La.mpi 28-May-2005 09:39 7.0M
ﬁ candan ercetin - khah..> 30-Now-2Z004 15:53 1.4H
ﬁ candan ercetin — wed..> 25-Fekh-200E5 02:52 2.1M
Apackafi. 5. 27 Server at www.os.cm.edu Fart 80 :E
Tarnarn 0% PWON




Google Hacking Araglar:

Google Hacking Database (GHDB)
Hassas ve onemli bilgilere erismek i¢in google arama sorgularini igerir.
Daha fazlas1 icin asagidaki adresi ziyaret edebilirsiniz;

http:/ /johnny.ihackstuff.com

--==[ Category View |==--

wWelcome to the Google Hacking Database (GHDEBE)!

wWe call them 'googledorks': Inept or foclish people as revealed by Google, Whatewver wou call these fools, you've found the center of the
Google Hacking Unversel Stop by our furums ko see where the magic heppens!

Advizaries and Yulnsrzshilitizs (215 entries)
These searches [ocate vulnerable servers, Thess searches are often generated fom vanous secunty advisory posts, and in many cases
are product of Yersion-specific,

Eror Messsges (63 entries)
Really retarded eror messages that say WAY too rmuch!

les comtaining Juicy imfo (290 antaes)
MO UsEMAames o passwords, but interesting stuff none the (255,

Files containing passwords (135 entrigs)
PASSWORDS, for the LOVE OF SO0 Google found PASSWARDS!

les conbaining Usematies t15 cntrlcs]
These files contain usarnames, but no passwords... Still, google finding usarhames on 2 web site.,

= notholds (21 antries)
Examplas of gueries that can help a hacker gain = foothald into 2 web server

Hages contsining login portais 1:232 Enl:riE:_:l
These are login pages for various services, Consider them the front door of a website's more sensitive functions

Pages containing natwarl ar wyingrabilicy data (59 entries)
These pages contain such things as firewall logs, honeypat logs, network information, 0S5 logs,.. all sorts of fun stuff!

San=itive Directonss (6L antries]
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SiteDigger Tool

Google onbelleginde degisik gtivenlik zaafiyetleri, hatalari, yanls
konfigurasyonu olan siteleri bulmakigin kullanilan gtizel bir aractir.

SiteDigger icin asagidaki adresi ziyaret edebilirsiniz;

http:/ /www.foundstone.com/us/resources/proddesc/sitedigger.htm

- PO srone "-_'rrr-El-'in:;.gnr L e
Rl Update Help

Foundstone: | Sitedigger” 2.0

Saack  Opbions | Subek Sgnatue | Aaw Saarck |

Uise this for jesded signaiures and e=ey to uncersiand signeture desornpbons.
" Foundstone Signatume Daibese B i o 2 b

% Coaale Hackin Drtebma | Limia dhis for betest sigratures. Signatures not coleporoed. More imorradon ot
T e e s R & 5 ;

= [JGoogie Haokang Database {304}
A “cacheservesospml tor' ' " This anshess was procuced by calemese”
[eflinttle: " Gangha™ ' Thoster Aeport dor'
[Eirttls e o dhcorrest e chate
[Flintile "Anzadad HTTF Sarear” imila documantaioe

[#]

[ * Ex=r Diagrario informebion” smids - Eror Oocured Wikde®
- Emttle e o frnarcs e
[Firiithe mdan of francea da
[ “# Dumperg coczdortable”
[Fintile:ngme of bash_fesbory
[intt=indew o sh_ristary
- Elrllle"lrldw:f‘ rrpsq_hisiony
[Fintithe: s of mi-de-pase ool
[flintt=: “esoome ta Wirdows 2000 Intemet Sendoes”
[Hirtitbe: " Welcoma i 115 4.0° w

< >

INNERNEENEEENEENNRENENERENEEEE Erisr Gosgle licemeiey |
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Goolink Scanner

SiteDigger Tool ile benzer gorevi yapan pratik bir arag.
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- php, net -“The PHR Group” o isoete inun o sstipHp

4R "ALOEE PHOTCGHOR®

AT Ty Rorvan Diarm e Rot gaa:php - —fnalveis Coneck Por Jreident Diafahasos 1333004 26— ] ||| pestdogria.eet [=
~Eacl ik, Loadbe | EckFls
a-|—=| s | finuncacramgren Pedite | Googled regae an ) (bibmp || losdGoogedoky
o | | [wan1]| ooy | [EEamant] [siire || [ oo

7%

T

hup= fazk—ut amt/—tmlashi] linucstipey aquid-—cmchamgr—cob  hm]
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Google Hacks
( code.google.com/p/googlehacks/ )

Belirttiginiz dosya ve dosya uzantilarina gore google tnbelleginde arama
yapar.Miizik , kitap, video, arag vs. aramak icin ideal bir arag.

B Googte Hacks m=x|
File Edit Help
Search Sting : Ihﬂﬁkl Search I
Type
) Music {*) Book O Wideo ) Tools
{7 Hacks ) Proxy () Lwrics () Fonts
O Application (O Tenent () Cache () Wweb hosting
File Types
pdf 1t
[ et [1.chm
(& [] pps
(] rar [].zp
.doc [] odt
Thiz program iz for educational purposes only,




Belge Ozan UCAR tarafindan yazilmistir ve yazarin ismine sadik kalmak
kaydu ile belge izin alinmaksizin her sekilde paylasilabilir ve dagitilabilir.

Referanslar

www.google.com
www.cehturkiye.com
johnny.ihackstuff.com
www.milwOrm.com
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