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icindekiler
On Soz

Bu belge temel olarak Nagios monitoring sisteminin CentOS isletim sistemine kurulumunu ele
almaktadir.

Belge mimkin oldugu kadar kisa ve basit tutulmus ve en temel sekli ile Nagios kurulumunu ve
kullanimini 6rnekler ile incelemeniz icin gerekli rehberligi yapacak sekilde hazirlanmistir. Belgenin
yeni sirtimlerine http://www.cehturkiye.com adresinden ulasabilirsiniz.

Belge Ozan UCAR tarafindan yazilmistir ve yazarin ismine sadik kalmak kaydi ile belge izin
alinmaksizin her sekilde paylasilabilir ve dagitilabilir.



Nagios ile Alt Yap1 Yonetimi

Nagios ile Neler Yapabilirsiniz ?

Nagios kullanarak yapabilecekleriniz;

Tiim altyap1 ve is siirecglerini izleyebilirsiniz.

Altyap: degisikligi icin dnceki sistemlerin basarisizliklarin1 gézlemleyebilirsiniz.
Tepit edilen problemleri otomotik olarak ¢6zebilirsiniz.

Kurulusunuzun altyapisindaki kesintileri minimuma indirebilirsiniz.

Raporlama ve istatistiksel bilgiler toplayabilirsiniz.

Nagios Kurulumu
Bu yazida anlatilan islemler CentOS isletim sistemini kapsamaktadir. Kullandiginiz diger linux
dagitimi i¢in ayarlar farklilik gosterir.

Kurulum éncesi hazirhk
# yum -y install httpd gcc gd gd-devel

# chkconfig --level 2345 httpd on

Kurulum
# yum install nagios

# yum install nagios-plugins

Nagiosadmin kullanicinin parolasini sifirlamak icin;

# htpasswd -c /etc/nagios/htpasswd.users nagiosadmin

Nagios Baslatilmasi
# service nagios start



Kurulum sonrasi ekran goriintiisii
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Yeni Host Grubu,Host ve Servis Ekleme
Nagios'a ait tum ayarlar dosyalari /etc/nagios dizininde bulunur. /etc/nagios/objects/ dizini altinda

cehturkiyenetworks.cfg dosyasi olusturup hostlari, kontrol edilecek servisleri bu dosyada tutabiliriz.
Ornek Host ve Servis (http,ssh,ping) Tanimlary;

FRFF R AR R R R R R R R R A
FH R AR R AR R R AR R R R A
#

# HOST DEFINITION

#

FH R A AR R R R R R R R A A
FR R A AR R R R R R R R R A R

# Define a host for the local machine

define host{

use CEHTURKIYE-servers
server host template definition.

host name AGRI

alias CEHTURKIYE NETWORKs

address 99.9.88.17
}



define host{
use CEHTURKIYE-servers

server host template definition.

host name ADANA
alias CEHTURKIYE NETWORKs
address 95.11.44.43

FHFHFF AR AR AR A AR R AR AR A R AR R
FHFFFF AR AR AR R R R A R
# HOST GROUP DEFINITION

#

FHFHFF AR R R A R A A
FHFA AR AR AR A R R R A

# Define an optional hostgroup for Linux machines

define hostgroup({
hostgroup name CEHTURKIYE-servers ; The name of the hostgroup
alias CEHTURKIYE Cehturkiye Networks ; Long name of the group
members * ; Comma separated list of hosts that belong to this
group
}

FHE S S A A R R R R R R R R
FHE A A A A R A R R R R R R
#

# SERVICE DEFINITIONS

#

FHAH A A A R A R R R R
FHE A A A R A R R R R R RS

# Define a service to "ping" the local machine

define service{

use CEHTURKIYE-services ; Name of
service template to use

hostgroup name CEHTURKIYE-servers

service description PING

check command check ping!100.0,20%!500.0,60%

}

# check that ssh services are running
define service {

hostgroup name CEHTURKIYE-servers

service description SSH

check command check ssh!-p2222

use CEHTURKIYE-services

notification interval 0 ; set > 0 if you want to be renotified

# Define a service to check HTTP on the local machine.
# Disable notifications for this service by default, as not all users may have HTTP
enabled.

define service{



use CEHTURKIYE-services ; Name of
service template to use

hostgroup name CEHTURKIYE-servers
service description HTTP

check command check http!9390
notifications enabled 0

}

Template Olusturmak

Hostlar ve servisleri hangi aralikla kontrol edilecek, bu bilgiler /etc/nagios/objects/templates.cfg
dosyasinda tutulur. Bu dosyayi kendimize gére diizenleyebiliriz.

Ornegimizdeki templates.cfg dosyasi;
# cat templates.cfg

FHAH A A R A R R
FHAH A A R R R
#

# CONTACT TEMPLATES

#

FHAH A AR A AR A A A A R A R A 1 4
FHAH A A A A R A A R R R

# Generic contact definition template - This is NOT a real contact, Jjust a
template!

define contact({

name generic-contact ; The name of this
contact template

service notification period 24x7 ; service
notifications can be sent anytime

host notification period 24x7 ; host
notifications can be sent anytime

service notification options w,u,c,r,f,s ; send
notifications for all service states, flapping events, a nd
scheduled downtime events

host notification options d,u,r, f,s ; send

notifications for all host states, flapping events, and
scheduled downtime events

service notification commands notify-service-by-email ; send service
notifications via email

host notification commands notify-host-by-email ; send host
notifications via email

register 0 ; DONT REGISTER
THIS DEFINITION - ITS NOT A REAL CONTACT, JUST A TEMPLATE!

}

FHAFF A A A SRS AR AR AR AR
FHEFF AR A R R R
#

# HOST TEMPLATES

#

FHEFF A A A AR AR AR AR
FHEFFHF AR R R R R R R

# Generic host definition template - This is NOT a real host, just a template!

define host{

name CEHTURKIYE-hosts ; The name of this host
template

notifications enabled 1 ; Host notifications are
enabled



event handler enabled 1 ; Host event handler is

enabled

flap detection enabled 1 ; Flap detection is enabled

failure prediction enabled 1 ; Failure prediction is
enabled

process perf data 1 ; Process performance data

retain status information 1 ; Retain status information
across program restarts

retain nonstatus_information 1 ; Retain non-status
information across program restarts

notification period 24x7 ; Send host notifications
at any time

register 0 ; DONT REGISTER THIS

DEFINITION - ITS NOT A REAL HOST, JUST A TEMPLATE!
}

# Linux host definition template - This is NOT a real host, Jjust a template!

define host{

name CEHTURKIYE-servers ; The name of this host
template

use CEHTURKIYE-hosts ; This template
inherits other values from the generic-host template

check period 24x7 ; By default, Linux hosts
are checked round the clock

check interval 5 ; Actively check the host
every 5 minutes

retry interval 1 ; Schedule host check
retries at 1 minute intervals

max_ check attempts 100 ; Check each Linux host 10
times (max)

check command check-host-alive ; Default command to check
Linux hosts

notification period workhours ; Linux admins hate to be

woken up, so we only notify during the day

; Note that the
notification period variable is being overridden from

; the value that is
inherited from the generic-host template!

notification interval 120 ; Resend notifications
every 2 hours

notification options d,u, r ; Only send notifications
for specific host states

contact_groups admins ; Notifications get sent to
the admins by default

register 0 ; DONT REGISTER THIS

DEFINITION - ITS NOT A REAL HOST, JUST A TEMPLATE!
}

FHEFF A A A SRS AR AR AR AR S
FHEFF A A SRS AR AR AR
#

# SERVICE TEMPLATES

#

FHEFFHF ARSI
FHEFFHFHH ARSI AA A  E E

# Generic service definition template - This is NOT a real service, just a
template!

define service{
name CEHTURKIYE-services ; The 'name' of
this service template



active checks enabled 1 ;
checks are enabled

passive checks enabled 1 ;
checks are enabled/accepted
parallelize check 1 ;

checks should be parallelized (disabling this
major performance problems)

obsess over service 1 ;
over this service (if necessary)

check freshness 0 ;
check service 'freshness'

notifications enabled 1 ;
notifications are enabled

event handler enabled 1 ;
handler is enabled

flap detection enabled 1 ;
enabled

failure prediction enabled 1 ;
prediction is enabled

process perf data 1 ;
performance data

retain status information 1 ;
information across program restarts

retain nonstatus_information 1 ;
information across program restarts

is_volatile 0 ;
not volatile

check period 24x7 :
be checked at any time of the day

max_ check attempts 100 ;
service up to 3 times in order to determine its
state

normal check interval 10 ;
every 10 minutes under normal conditions

retry check interval 2 ;
service every two minutes until a hard state can
determined

contact groups admins ;
sent out to everyone in the 'admins' group

notification options w,u,Cc,r H

notifications about warning, unknown, critical, and reco
events

notification interval 60 ;
service problems every hour

notification period 24x7 ;
be sent out at any time

register 0 ;

THIS DEFINITION - ITS NOT A REAL SERVICE, JUST
}

# Local service definition template - This is NOT a real service,

define service{

name local-service ;
service template

use CEHTURKIYE-services
default values from the generic-service definition

max check attempts 100 ;
service up to 4 times in order to determine its
state

normal check interval 5 ;
every 5 minutes under normal conditions

retry check interval 1 ;
service every minute until a hard state can be d

register 0 ;

THIS DEFINITION - ITS NOT A REAL SERVICE, JUST
}
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Host ve servis tanimlarimiz (cehturkiyenetworks.cfg) ile bu sistemleri
kontrol edecegimiz template (templates.cf) bilgilerimiz hazir. Artaik
nagios'a bu islemler yapmasi icin gerekli ayari yapmak kaliyor.

/etc/nagios/nagios.cfg dosyasinda asadidaki gibi ekleme yapilair;
cfg file=/etc/nagios/objects/cehturkiyenetworks.cfg
Hersey yolunda mi ? Son kontrol;

# nagios -v /etc/nagios/nagios.cfg

Total Warnings: O

Total Errors: 0

Things look okay - No serious problems were detected during the pre-flight
check

Nagios servisini yeniden baslatip, hostlari izlemeye baslayabiliriz.

# service nagios restart

Hostlara ait ekran goriintiisii



Host detaylar
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BARTIN ﬂ P 04-11-2011 13:22:55 0d 0h 25m 595 PING OK - Packet loss = 0%, RTA = 143.03ms
ﬂ P 04-11-2011 13:22:55 0d oh 28m 265 PING OK - Packet loss = 0%, RTA = 58.09 ms
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Servis Durumlari

55H OK 04-11-2011 13:24:01 0d 0h 24m 53s 1/100 55H OK - OpenS5H_5. 1p1 FreeB5D-20080301 {protocol 2.0)
m 9 AMASYA HTTP % OK 04-11-2011 13:26:31 0d Oh 22m 23s 1f100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0.097 second response time
PING OK 04-11-2011 13:13:04 0d 0h 29m 50s 1/100 PING OK - Packet loss = 0%, RTA = 41.31ms
6 55H OK 04-11-2011 13:21:34 0d 0h 27m 20s 1f100 55H OK - OpenS5H_S. 1p1 FreeBSD-20080301 {protocol 2.0)
& Tactical Overview
ANTALYA HTTP % OK 04-11-2011 13:24:03 0d 0h 24m 5is 1f100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0.092 second response time
o Nagvis Overview
&8 nareTo Overview PING OK 04112011 13:26:33 0d Oh 22m 21s 1/100 PING OK - Packet loss = 0%, RTA = 40.24ms
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Host Detail
Q hastname ARDAHAN HTTP % CRITICAL 04-11-201113:21:36 0d Oh 27m 18s 1/100 CRITICAL - Socket tmeout after 10 seconds
= ﬁ Host Group PING CRITICAL 04-11-2011 13:24:06 0d Oh 24m 48s 1/100 PING CRITICAL - Packet loss = 100%
9 Summary S5H CRITICAL 04-11-2011 13:26:35 0d Oh 22m 195 1/100 CRITICAL - Socket tmeout after 10 seconds
& Grid
. ARTVIN HTTP ; CRITICAL 04-11-2011 13:27:09 0d Oh 29m 455 15100 Connection refused
= & service Group
0 Summary PING OK 04-11-2011 13:21:39 0d Oh 27m 155 1/100 PING OK - Packet loss = 0%, RTA = 61.20 ms
o Grid S5H CRITICAL 04-11-2011 13:28:08 0d Oh 24m 465 13/100 Connection refused
Status Maj
a ) " AYDIN HTTP CK 04-11-2011 13:26:38 0d Oh 22m 16s 1/100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0. 151 second response time
= & service Problems
‘.= All problems PING CK 04-11-2011 13:19:11 0d Oh 29m 43s 1100 PING OK - Packet loss = 0%, RTA = 77.65ms
"‘ Unhandled problems S5H OK 04-11-2011 13:21:41 0d 0h 27m 13s 1/100 55H OK - OpenSSH_S. 1p1 FreeBSD-20080901 {protocol 2.0)
= ﬁ JERIFTiETE BALIKESIR HTTP %: OK 04-11-2011 13:24:11 0d Oh 24m 43s 1/100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0. 148 second response time
" All problems
‘_; " PING CK 04-11-2011 13:26:40 0d Oh 22m 145 1100 PING OK - Packet loss = 0%, RTA = 30.32ms
@ Unhandled problems
" Network Outages S5H OK 04-11-2011 13:19: 14 0d Oh 29m 40s 1/100 S5H OK - OpenSSH_5. 1p1 FreeBSD-2008090 1 {protocol 2.0)
% e BARTIN HTTR S 0K 0911-201113:21:43 0d Oh 27m 11s 1/100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0.284 second respanse time
Daowntime
PING WARNING 04-11-2011 13:28:13 0d 0h 24m 4is 13/100 PING WARNING - Packet loss = 0%, RTA = 137.13ms
o
I
“ 2 55H OK 04-11-2011 13:26:43 0d Oh 22m 11s 100 55H OK - OpenSSH_5. 1p1 FreeBSD-2008090 1 {protocol 2.0
<" Repo 9 1f penssH_S.1p {pr )
a y BATMAN HTTP %: OK 04-11-2011 13:19: 16 0d Oh 29m 38s 1/100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0. 134 second response time
/% Configuration (¥) PING OK  04-11-201113:21:46 0d Oh 27m 8s 1/100 PING OK - Packet loss = 0%, RTA = 60.18 ms
S5H OK 04-11-2011 13:24:16 0d Oh 24m 38s 1/100 S5H OK - OpenSSH_5. 1p1 FreeBSD-2008090 1 {protocol 2.0)
BAYBURT HTTP o CRITICAL 04-11-201113:26:45 0d Oh 22m 9s 1/100 Name or service nat known
PING UNKMNOWN  04-11-2011 13:19:19 0d 0h 29m 355 1/100 check_ping: Invalid hostname faddress - 95.009.65.43
55H UNKNOWN 04-11-2011 13:21:48 0d Oh 27m &s 1/100 check_ssh: Could not parse arguments
BILECIK HTTP OK  04-11-2011 13:24:18 0d 0h 24m 36s 1/100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0.073 second response time
PING OK 04-11-2011 13:26:48 0d Oh 22m 65 1/100 PING OK - Packet loss = 0%, RTA = 29.70 ms
S5H oK 04-11-2011 13:13:21 0d 0h 29m 335 1/100 55H OK - OpenSSH_S5. 1p1 FreeBSD-20080301 (protocol 2.0)
BINGOL HTTR OK 04112011 13:21:51 0d Oh 27m 35 1/100 HTTP OK: HTTP/1.0 200 OK - 601 bytes in 0. 128 second respanse time
PING CK 04-11-2011 13:24:21 0d Oh 24m 33s 1/100 PIMNG OK - Packet loss = 0%, RTA = 55.39 ms

Referanslar

http://nagios.org/documentation

http://www.syslogs.org/nagios-kurulumu-ve-yapilandirmasi/
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