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Bu belge bilgisayar aglarinda adli bilisim calismalarini (network forensic), kullanilan teknik ve
terimleri anlatmaktadir.
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Pratik olarak packet-o-matic network forensic araci ile network forensic ¢alismasinin nasil
yapilacagini icermektedir.

Belge, Ozan UCAR tarafindan yazilmistir ve yazarin adina sadik kalmak sarti ile paylasilabilir.

mail@ozanucar.com

Network Forensic
Bilgisayar aglarini dinleyerek, iletisim kanallarindan orjinal verilerin (eposta, msn yazismalari,
ofis dokimanlari, ses vb.) bir kopyasini elde islemi “network forensic” olarak isimlendirilir.

IP telefonlar, anlik iletisim araclari, eposta ve web servisleri isimizi/hayatimizi kolaylastiran
ve hizlandiran vazgegilmezler arasinda.

Sirket verilerini, canli para islemlerini ve 6zel/genel tiim yazismalari bilgisayar aglarini
kullanarak yapmaktayiz.

degil, bir 6nlem alinmadiysa tamamen giivensiz. icerigi okunabilir (clear text), giivenli iletisim
kanallarini kullanmayan tum baglantilar izlenebilir ve kaydedilebilir. Bu islem igin paket
yakalamak ve daha sonra ayristirmak gerekir.

Paket Dinleme /Yakalama
Bilgisayar aglarinda iletisim protokoller izerinden aktarilan paketler ile gerceklesir.Tipki
glnlik yasantimizda cimlelerimizi olusturan sozciikler gibi, paketler’de ag trafigini olusturur.

Paket Ayristirma
Sesli iletisimimiz bu konu icinde somut bir 6rnek, sesli iletisimimizi dinleyen/kaydeden biri
dilimizi biliyorsa tim konusulanlara vakif olabilir.

Bilgisayar aglarinda elde edilen paketler bir araya getirilerek, orjinal verilen, oturum bilgileri
elde etme methodudur.
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Promiscious Mod

isletim sistemleri hedefi kendi olmayan paketleri layer 3 de reddeder.

Promisc. mod, bir makinenin hedefi kendisi olmayan paketleri alabilmesini saglar.Tim
snifferlar aksi belirtilmedigi taktirde otomatik olarak ag arabirimini promiscious moda
gegirir.

# ifconfig emO

emO: flags=8843<UP,BROADCAST,RUNNING, T,PROMISC,SIMPLEX,MULTICAST> metric 0 mtu
1500

options=9b<RXCSUM,TXCSUMT,PROMISC,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
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Packet-O-Matic Nedir ?

packet-o-matic, gercek zamanli paket ayristiricisidir. POM, libpcap paket yakalama
kitiphanesini kullanir ve ag arabirimine gelen/gecen paketleri kaydedip, ayristirma islevine
sahiptir.

Modyiler bir yapiya sahiptir, gecerli modiiller;

input docsis, pcap

match 80211, docsis, ethernet, icmp, icmpv6, ipv4, ipv6, linux_cooked, ppi, prism,
radiotap, rtp, tcp, udp, vlan

conntrack ipv4, ipv6, rtp, tcp, udp

helper docsis, ipv4, ipv6, tcp, rtp

target display, dump_payload, http, inject, irc, null, msn, pcap, pop, rtp tap, tcpkill

Komut Referanslari

config write dosya_adi  Gegerli ayarlari, belirtilen dosya ismi ile kaydeder.
debug cli set <off,0-5>  YOnetim arayizu igin debug seviyesini belirler.

debug cli show Gegerli olan debug seviyesini gosterir.

Exit Konsoldan cikar.

halt Programi durdurur.

? Kullanilabilir tim komutlar listeler, yardim almak igin kullanihr.
password cli set Baglanti kurulacak telnet oturumuna parola tanimlar.
<password>

version show Packet-o-matic versiyonunu gosterir.

Pratik ve Gelismis Baz1 Ornekler;
ipv6 tcp baglantilarim belirtmek icin
ipv6 | tcp

Tiim tcp trafigini dinlemek istiyoruz
ipvd

ipv4 ve hedef portu 80 olan trafigi takip etmek icin
ipv4 | tcp.dport == 80

Tum ipv4 tcp baglantilarini yakala, kaynak portu 80 olanlar harig tut
ipv4 | ltcp.sport == 80
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Biraz komplike bir kural, ipv4 tcp kaynak port 80 ve 443 arasi trafigini
istiyorum, port 110 1 hari¢ tut
ipv4 | (tcp.sport >= 80 and tcp.sport <= 443 ) and !tcp.sport == 110

Si1k kullanilan bazi ornekler
HTTP Trafigi

tcp.dport == 80

MSN Trafigi

tcp.dport == 1863

1.1.1.1 ip adresine ait RTP (VOIP) trafigi

ipvd.dst==1.1.1.1 | udp | rtp

Kurulum;

#apt-get install libxml2-dev libxmlrpc-c3-dev libpcap-dev
#http://packet-o-matic.org/downloads/?C=M;0=D

wget http://www.packet-o-matic.org/downloads/packet-o-matic-svn-
20100621.tar.gz

#tar zxvf packet-o-matic-svn-20100621.tar.gz

#cd packet-o-matic-svn

#./configure

#make

#make install

#export LD_LIBRARY_PATH=src/.libs

Not: Kurulum adimlari ubuntu i¢in gecerlidir, paket bagimliklari ve kaynak kod temin edilerek
benzer adimlarla tim linux ve bsd sistemlere kurulum yapilabilinir.

#packet-o-matic -h

Usage : packet-o-matic [options]

Options :

-c, --config=FILE specify configuration file to use (default pom.xml.conf)
-b, --background run in the background as a daemon

-h, --help display the help

--no-cli disable the CLI console
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-p, --port=PORT specify the CLI console port (default 4655)
-w, --password=PASS specify a password to enter the CLI console
-d, --debug-level=LEVEL specify the debug level for the console <0-5> (default 3)
-X --enable-xmlrpc enable the XML-RPC interface
-P, --xmlrpc-port=PORT  specify the XML-RPC port (default 8080)
-W, --xmlrpc-password=PASS specify the password for XML-RPC calls
--pid-file specify the file where to write the PID

Packet-o-matic iki farkli yonetim arabirimine sahiptir, konsol ve web arabirimi. Packet-o-
matic’in esnekliginden ve gergek giicinden faydalanmak igcin konsol arabirimini 6neririm.
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Web Arabirimine baglanmak;

Web arabirimi ile baslatmak icin -X paremetresini kullanabiliriz.Genel hatlari konusunda
gorsellik saglayacaktir.

# packet-o-matic -X
mgmtsrv: Management console listening on 0.0.0.0:4655
xmlirpcsrv: XML-RPC server listening on 0.0.0.0:8080
main: Could not open config file pom.xml.conf : No such file or directory
main: Starting with and empty configuration
main: packet-o-matic dist-20100621 started

Web arabirimi erisim adresi http://ipadresi:8080

T packetia-matie the ral e packet processor et - Moz Fuefox

RSN = |
Dogys Digen Gorunim Gegmag Yerimien Anglar  Yardn
g s C X D Fittp://192.168.5.11:9088/ Y 2 - Google P E
£ Engokmyaret ecenler | Dk Adim 5, Haberler

D Devre Dipe & Gerealer I CSSHatasi Yok *) Formiare @ Resinler @0 Bagic  Cegaie . Ana Hathies | 5 Boptlandes 7 Anglare 5] Kaynadi Goster ~ Segenekler v o
packet-o-matic : the real time packe..

Input
input_type: [~
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Konsol arayiiziinii ¢alistirmak;
# packet-o-matic

komut satirindan yonetim icin, telnet ile port 4655 baglanti kurarak, pom satirina distiyoruz.
# telnet 127.0.0.1 4655

Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is '*]'.

This is packet-o-matic dist-20100621

Copyright Guy Martin 2006-2010

Type '?' for command list.

pom> ?

Yardim almak igin "?" yazarak, kullanilabilir komutlari listeleyebilirsiniz.
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Baslangi¢

packet-o-matic ¢calistirmak icin, asagidaki ayarlari islem sirasina gore yapilandirmak
durumundasiniz;

=  Bir giris trl segin ve onu yapilandirin
» jhtiyaciniz olan kurallari ekleyin

* jhtiyaciniz olan hedefleri ekleyin

= Yapilandirmanizi kaydedin

Ornek Uygulamalar

Fabrikam.com agindaki kullanicilarin internette gezinirken indirdikleri verilerin
(resim,d6kiman,binary dosyalar, text metinler vs.) bir kopyasini almak istiyorum. Ayni
zamanda sirket agimdan disari web (zerinden gonderilen dosyalarinda (sozlesme belgeleri
gibi gibi) bir kopyasini yedeklemek istiyorum (Biri veri kagiriyor olabilir mi ?)

cehturkiye.com agi

S ...
r——9

monitor por

Af Gegidi

packet-o-matic

Switch tzerindeki monitor port'dan pasif modda dinleme yapiyoruz, network'de araya
girmeden tum trafigi bu sekilde izleyebiliriz.

"eth0" ag arabirimini promisc. mod’a gegcirip, HTTP trafiginden tim resimler, dékiimanlar ve
binary dosyalari (upload&download edilenleri) almak isteyelim;
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Birinci adimda, giris tiirl "input pcap" olarak atanmali, varsayilan olarak eth0 ag arabirimini
dinlemeye alir.

pom> input type set pcap
promiscuos modu aktif edelim

pom> input parameter set promisc yes

pom> input show

Current input : pcap, mode interface (0 packets, 0 bytes, up 00:00.00)
interface = eth0O
snaplen = 1522 bytes
promisc = yes

filter =

Ikinci adimda kuralimizi yazmamiz gerekiyor.Biz hedef portu 80 olan http trafigini izlemek
istiyoruz.Kuralimiz ;

pom> rule add tcp.dport == 80

Added rule with id 0

pom> rule enable O

pom> rule show

Rule 0 (0 packets, 0 bytes, up 00:02.02) :

tep.dport == 80

Uciincii adimda hedeflerimiz yer aliyor. HTTP trafiginden resimler, dokiimanlar ve binary

dosyalari elde etmek. Bu islem icin "target_http" modili tamda bize gore.
pom> target add 0 http

Added target with id 0 to rule 0

Bu modilu kullandigimizda, yakalanan verilen /tmp altina kaydedilecektir.
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pom> target parameter set 0 0 dump_img yes

pom> target parameter set 0 0 dump_bin yes

pom> target parameter set 0 0 dump_doc yes

pom> target parameter set 0 0 ds_log_format %a %f %D

pom> target show

Rule 0 : targets (0 packets, 0 bytes, up 07:45.51) :

0) http, mode default (0 packets, 0 bytes, up 00:00.00) (stopped)

prefix = /tmp/
decompress = yes
mime_types_db = /usr/local/share/packet-o-matic/mime_types.db
log_file =
log_format = %v %a %u %t "%r" %s %b
ds_log_path =
ds_log_format = %a %f %D
dump_img = yes
dump_vid = no
dump_snd =no
dump_txt =no
dump_bin = yes

dump_doc = yes
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Ve kurali isleme koyuyoruz
pom> target start 00
pom> input start

Dérdiincii ve son adimimiz da ayarlarimizi kaydetmeyi unutmayalim =))

pom> config write
Configuration written in pom.xml.conf

Trafigi bir stire dinledikden sonra, bakalim /tmp altinda, bizi bekleyen neler var ?
Binary dosyalari listeleyelim;
tmp# Is *.bin
20101027-154335-390507.bin
PDF dosyalar;
tmp# Is *.pdf
20101027-154045-643459.pdf
Resim dosyalari;
tmp# Is *.jpg

20101027-154014-12330.jpg 20101027-154042-222028.jpg 20101027-154331-
972440.jpg 20101027-154333-293015.jpg

20101027-154014-489799.jpg 20101027-154042-287532.jpg 20101027-154332-
269582.jpg 20101027-154335-49309.jpg

20101027-154037-51617.jpg 20101027-154042-290989.jpg 20101027-154332-
91725.jpg

Ve daha bir ¢ok sey ....

Dosyalar, tarih saat ismi ile kaydedilmis durumda, log formatini degistirmek isterseniz bakiniz

http://wiki.packet-o-matic.org/target_http

Diger bir ornek
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MSN Konusmalarini, avatar resimlerini ve msn'den yapilan dosya transferlerini kaydetmek
istiyorum.

Firmamda, msn gériigsmeleri yapan ¢alisanlarin benden izinsiz gonderdikleri ve aldiklari
bilgiler ile yazismalarinida kaydetmek istiyorum, istemedigim kullanicilarda msn agamasin
engelleyebilir miyim ?

Namimkini mumkin kilmak mimkdndur ...
pom> input show

Current input : pcap, mode interface (28312 packets, 10M bytes, up 11:08.45)
(running)

interface = ethO
snaplen = 1522 bytes
promisc = yes
filter =
pom> rule add tcp.dport == 1863
Added rule with id 0
pom> rule enable O
pom> rule show
Rule 0 (0 packets, 0 bytes, up 00:29.23) :
tcp.dport == 1863
pom> target add O msn

Added target withidO torule O
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MSN dosya transfelerini yakalayan hedefi aktif edelim,
pom> target parameter set 0 0 dump_file_transfer yes
Yakaladigi verileri /tmp/msnlive klasoru altina kaydetsin.
pom> target parameter set 0 0 path /tmp/msnlive
pom> target show
Rule 0 : targets (0 packets, 0 bytes, up 04:12.19) :
0) msn, mode dump (0 packets, 0 bytes, up 00:00.00) (stopped)
path = /tmp/msnlive
dump_session = yes
dump_avatar = yes
dump_file_transfer = yes

pom> target start 0 0
pom> input start

Eger birileri yerel agda msn kullaniyorsa, yazismalari ve transfer edilen dosyalarin bir
kopyasini alacak,

ilgili dizinimize /tmp/msnlive bakalim;
/tmp/msnlivet s -|

total 8
drwxr-xr-x 2 root root 4096 2010-11-12 12:55 dali_sen@hotmail.com
drwxr-xr-x 3 root root 4096 2010-11-12 13:03 mail@ozanucar.com

iki kisi msn kullaniyormus, "mail@ozanucar.com" adresine ait klasore bakalim;
# Is -l mail\@ozanucar.com/

total 12

-rw-r--r-- 1 root root 422 2010-11-12 13:03 dali_sen@hotmail.com-20101112-13.txt
drwxr-xr-x 2 root root 4096 2010-11-12 13:03 files

-rw-r--r-- 1 root root 3028 2010-11-12 13:02 mail@ozanucar.com-display-
picture.png

Transfer edilen dosyalar "files" klasori altinda tutuluyor,

# Is mail\@ozanucar.com/files/
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20101112-130344-etkinlestir.php
Yazigsmalar, ilgili kisinin adi ile .txt dosyasi halinde saklaniyor,
# cat dali_sen\@hotmail.com-20101112-13.txt

[13:02:03] User dali_sen@hotmail.com joined the conversation

[13:02:17] File transfer started with user dali_sen@hotmail.com

[13:02:18] File transfer ended with user dali_sen@hotmail.com

[13:02:26] mail@ozanucar.com: kodu ¢6zdiim, zend ile sifrelenmis

[13:02:52] mail@ozanucar.com: dezend adinda bir zimbirti var

[13:03:44] File transfer started with user dali_sen@hotmail.com : "etkinlestir.php"
[13:03:45] File transfer ended with user dali_sen@hotmail.com : "etkinlestir.php"
[13:07:52] User dali_sen@hotmail.com left the conversation
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Engellemek istesem ?

Sirketimde 192.168.5.233 ip adresli makina "msn agamasin" istiyorum.target moduli olarak
"tcpkill" secilerek kaynak ve hedefe tcp rst paketleri gonderilerek msn oturumu
engellenebilir.

pom> input show

Current input : pcap, mode interface (7593 packets, 9025K bytes, up 00:03.08)
(running)

interface = eth0O
snaplen = 1522 bytes
promisc = yes
filter =
pom> rule add ipv4.src == 192.168.5.233 | tcp.dport == 1863
Added rule with id 0
pom> rule enable O
pom> target add O tcpkill
Added target with id 0 to rule 0

pom> target start 0 0
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Tcpkill ile sonlandirilan oturuma ait trafik bilgisi,

Wireshark Ciktisi;

Wl Resltek RTLE164C/B111C PCI-E Gigabit Ethemet NIC (not tep port 3389) - Wireshark =S
file Edit View Go Capture Anslyze Statistics Telephon¥ Tools Help

SN EEXRE N¢+20TF 2 [EE QQABD @08 % B

Filter: (ip.addr == 192.168.5.233) v Expression.. Clesr Apply

No. Time Source Destinstion Protocol Info

524 14.676724 64.4.45.62

534 15.132999 192.168.5.233 B8.8.8.8 ONS Standard query A local-bay.contacts.msn.com

¥ Frame 524: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
# Ethernet II, Src: Cisco_e0:7b:10 (00:11:bb:e0:7b:10), Dst: Giga-8yt_8d:86:db (00:1f:d0:8d:86:db)
@ Internet Protocol, Src: 64.4.45.62 (64.4.45.62), Dst: 192.168.5.233 (192.168.5.233)
- Transmission Control Protocol, Src Port: msnp (1863), Dst Port: 57827 (S7827), Seq: 4133770477, Ack: 1, Len: O

source port: msnp (1863)

oestination port: 57827 (57827)

[stream index: 31)

Sequence number: 4133770477 (relative sequence number)

Acknowledgement number: 1 (relative ack nusber)

Header length: 20 bytes

window size: 256 2
0000 00 1f d0 8d 86 db 00 11 bb 0 7b 10 08 00 45 00
0010 00 28 00 00 00 00 ff 06 87 fc 40 04 2d 3e cO a8
0020 05 €9 07 47 el e3 f6 64 54 ec €2 f6 45 53 50 i
0030 01 00 1e 37 00 00

tcpdump Ciktisi;

# tcpdump -nn -ttt -i ethO host 192.168.5.233 and port 1863

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type EN10MB (Ethernet), capture size 96 bytes

00:00:00.000000 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [S], seq 2737163465, win
8192, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length 0

00:00:00.000042 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [S], seq 2737163465, win
8192, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length O

00:00:00.000007 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [S], seq 2737163465, win
8192, options [mss 1460,nop,wscale 8,nop,nop,sackOK], length 0

00:00:00.000987 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 0, ack
2737163466, win 8192, length O
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00:00:00.000309 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 8192, ack 1, win
8192, length 0

00:00:00.000187 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 0, ack 1, win
8192, length 0

00:00:00.000154 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 8192, ack 1, win
8192, length 0

00:00:00.000154 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 0, ack 1, win
8192, length 0

00:00:00.000123 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 0, ack 1, win
8192, length 0

00:00:00.000076 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 0, ack 1, win
8192, length 0

00:00:00.000117 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 8192, ack 1, win
8192, length 0

00:00:00.000106 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 8192, ack 1, win
8192, length 0

00:00:00.000073 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 8192, ack 1, win
8192, length 0

00:00:00.286329 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [S.], seq 2958369682, ack
2737163466, win 16384, options [mss 1460,nop,wscale 0,nop,nop,sackOK], length 0

00:00:00.000035 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [.], ack 1, win 256, length
0

00:00:00.000006 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [S.], seq 2958369682, ack
2737163466, win 16384, options [mss 1460,nop,wscale 0,nop,nop,sackOK], length 0

00:00:00.000003 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [.], ack 1, win 256, length
0

00:00:00.000003 1P 192.168.5.233.58401 > 64.4.45.62.1863: Flags [.], ack 1, win 256, options
[nop,nop,sack 1 {0:1}], length O

00:00:00.000003 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [.], ack 1, win 256, length
0

00:00:00.000003 IP 192.168.5.233.58401 > 64.4.45.62.1863: Flags [.], ack 1, win 256, options
[nop,nop,sack 1 {0:1}], length O
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00:00:00.000342 1P 192.168.5.233.58401 > 64.4.45.62.1863:

[nop,nop,sack 1 {0:1}], length O

00:00:00.000396 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

length O

00:00:00.000293 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

256, length O

00:00:00.000178 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

length O

00:00:00.000179 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

256, length O

00:00:00.000203 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

length O

00:00:00.000162 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

256, length O

00:00:00.000175 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

length O

00:00:00.000202 IP 64.4.45.62.1863 > 192.168.5.233.58401:

length O

00:00:00.000006 IP 64.4.45.62.1863 > 192.168.5.233.58401:

length O

00:00:00.000998 IP 64.4.45.62.1863 > 192.168.5.233.58401:

256, length O

00:00:00.000106 IP 64.4.45.62.1863 > 192.168.5.233.58401.:

length O

00:00:00.000249 1P 64.4.45.62.1863 > 192.168.5.233.58401:

256, length 0

00:00:00.000010 IP 64.4.45.62.1863 > 192.168.5.233.58401:

256, length 0

00:00:00.000097 1P 64.4.45.62.1863 > 192.168.5.233.58401:

256, length 0

00:00:00.000066 1P 64.4.45.62.1863 > 192.168.5.233.58401:

length O

Flags [.], ack 1, win 256, options

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 1, ack 1, win 256,

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 257, ack 1, win

Flags [R.], seq 1, ack 1, win 256,
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00:00:00.000055 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 257, ack 1, win
256, length 0

00:00:00.000119 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 1, ack 1, win 256,
length O

00:00:00.000006 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 257, ack 1, win
256, length O

00:00:00.000113 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 1, ack 1, win 256,
length O

00:00:00.000005 IP 64.4.45.62.1863 > 192.168.5.233.58401: Flags [R.], seq 257, ack 1, win
256, length O



